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Identity-based key distribution system and
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B FdAe ID AEE )48 7] Fupalg Aok, o] wWAolA= Diffie-Hellman
bAoA AbE-EHE FoN kel dldlel] Zhixbe] ID A EE o]&shgivh. o] whL v EwE
218t Al oy J€g 3] wkeovn], FTo el B A Sef FH N 4o
AAHE AL 7HAT YE waolnh. Ed, B mFolie 27 o9 398 7| & A sk
ID JBE o] 4% 394 7] Fupalg Altsidct. 71 xHEL & vl E 2 (ring network) &
FAsT ok st 2 RlAbEke] AFAREE 2 7islRbe] ID HRE o] &5}
ozt A PAlY kAL E F9 &g Fa P o4l A FAl] EATH.
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Abstract

This paper proposes a key distribution system based on identification information. The system
uses an individual user’s identification instead of the public file used in the Diffie-Hellman
system. It does not require any services of a center to distribute work keys and users to
keep directory public file. We propose an identity-based key distribution system for generating
a common secret conference key for two or more users. We assume users are connected in
a ring network. Message among users authenticated using each user’s identification informa-
tion. The security of the our proposed system is based on the difficulty of both factoring large

numbers and computing discrete logarithms over large finite fields.
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