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Implementation of ElGamal Cryptosystem on Elliptic Curves
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Abstract

Since Diffie and Hellman proposed the concept of public key cryptosystem. the difficulty
of discrete log problem has been related to the strength of cryptosystem. ElGamal
constructed cryptosystem based on discrete log problemn in the multiplicative group of a
large finite field. But, the discrete log problem in finite field is weak because of Index-
Calculus algorithm which has subexponential time. If we use a nonsupersingular elliptic
curve instead of finite field in ElGamal cryptosystem, we can construct a secure
cryptosystem. There are problems to implement cryptosystem using a nonsupersingular
elliptic curve: the choice of a nonsupersingular elliptic curve useful for implementation,
operation on finite field, and imbedding message to a point on the chosen elliptic curve. In
this paper., we proposed a solution on the problems and presented the result of
implementation the ElGamal cryptosystem on elliptic curves.
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Z]l]é« + Z'.()T + Zl()ﬂ + Z](H + ZIUI) + ZEN + ZEIT
Zii(u + ZfM + Z‘H + ZE)(] + Zﬁ‘) + ZHK + ZHT + 252
ZTT) + ZT'! + ZTl + ZT(] + Zﬁ% + Zt’rT + Z\i\y + Zh'w
zh»t + Zh‘.:’ + Z’J_) + Zl?l + ZG() + Z»l'T + ZH + Z"lﬂ

=

Z.’ST + 233 + Zi‘l + Z.%] + Z‘.y + Z‘Jr\ + Z_"% + ZZE

S

ZEU + le’* + ZHS + ZZ.") + ZE) + Z?* + ZT
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AHE-AF ejlees msg.datell A1 WM A& A4 & &S 8o}

(72 EANE dEPHolT})

Enter ID / New (to register) : ejlee
Secret Key (16 characters) :
Create/Verify (1/0) : 1

Enter Reciever’'s ID : hsh

Message file name : msg.dat
Ouput file name : out.dat

Encrypting time : 2.03 sec

Signing time @ 1.45 sec

out.datell HlA1E Ml dF HE&Q dxEA AP RS R0l AFAT. ©& AHEA hshell 7

out.datE A%}

Avg 2l

e

a3

e

AH&2E hshe 933 | wlAA <k o] &3l 3 out.dats T F, ths o},

Enter ID / New (to register) : hsh
Secret Key (16 characters) :
Create / Verify (1/0) - 0

Enter Sender’s ID : ejlee
Ciphertext file name : out.dat
Output file name @ vef.dat

Decrypting time : 0.48 sec

Verifying time @ 1.94 sec
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vef.datell &= 253he vjA <12} 1 vfAlA]o) thgt A gl of Fof W go] 2t}

vef.cat:
Christ Dide For Us (A AR} 7} HAE 905 ))

Verifying success 1! (A8 2<1)

(4]

D

EEE

ole%, HIF =B FAAdAMY
ElGamal 713} Schnorr HA1E A% 7]
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