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Proposal of ID-Based Cryptosystems
Integrating Digital Signature and Key Distribution.
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Abstract

It would be desirable in network to implement an efficient asymmetric key cryptosystem which
can not only solve the public key authentication problem but also integrate digital signature and key
distribution. We propose two ID-based key distribution systems integrated with digital signature, and
analyze them in computation and implementation. The first is based on the ElGamal-typed signature
scheme, and the second is based on the RSA scheme, Both can be employed in one-pass and

interactive key distribution systems.
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Table 1. Generalized ElGamal-typed signature schemes.

Signature generation Signature verification
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Fig. 1. Key distribution with indirect authentication.
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