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Abstract

For the real-time processing of the security, this paper focused on the security for the section
overhead processor or for the cell processor of the ATM physical layer which is charged with the data
formatting for STM-n data in both of the user-network interface and the network-node interface.

In addition, in this paper, all the function of the physical layer recommended by ITU-T and ATM
forum is analyzed and the feasibility of the security in the section overhead processor and the cell
processor of the physical layer is described.

In particular. the functional simulation for the security application has been carried not only in the
section overhead processor using DDES cipher algorithm but in the cell processor using IDEA cipher

algorithm.
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Finally, it is founded that the implementation of the security-built-in the physical layer

IC is feasible as well as significantly efficient.
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