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Abstract

This paper presents a digital signature scheme for facsimile document which directly embeds a
signature onto the document. We use multiple reference lines which have been scanned just before and
modify each distance of changing pels both on the reference line specified by key and on the coding
line with a single bit of the signature data. The time to take in signature is reduced by spreading of
signature. Non-repudiation in origin, the 3rd condition of digital signature is realized by proposed
digital signature scheme. The transmitter embeds the signature secretly and transfers it, and the

receiver makes a check of any forgery on the signature and the document. This scheme is compatible
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with the ITU-T.4(CCITT G3 or G4 facsimile standards). The total amount of data transmitted and
the image quality are about the same to that of the original document, and thus a third party

notices that no signature is embedded on the document.
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START:
S=Acquire 1 bit from signatures
if(RL(a,, a,)=even)
then if(S=1)
then
a,<-(one pel left)
else if(S=0)
NO OPERATION
else if (RL(a, ,a,)=0dd)
then if (S = 0)
then
a,->(one pel right)
else if(S=1)
NO OPERATION
& ¢ E
if(RL(a,, a,)=even)
OUTPUT SIGNATURE BIT "0"

else
OUTPUT SIGNATURE BIT "1"
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START :
if(RL(ay, ap)#1)
then
if(6,®S=0)
process f,(no operation)
elseif(¢,®S=1)
process f,(a,->)
goto REV
elseif(RL(a,, a,)=1)
if(¢,®S=0)
process f,(no operation)
elseif(¢;®S=1)

process fi(a,->, a, ->)

goto REV
REV :
if(¢;'=0 AND S=1)
then
process f(a;->, a,->)
else
NO OPERATION
END:
F& ¢38F
START :
i(9,=0)

OUTPUT SIGNATURE BIT "0"
elseif(¢,=1)
OUTPUT SIGNATURE BIT "1"

END:
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[S,:'1,=DES-(K,s, [S"4s]))
[Sas'T,=DES"(K,s, [S"4s]2)
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[S.]s=RSA(K,, [S'.]s)
[Si)s:=RSA(Ks, [S'4ls2)

[S.)su=RSA(K;, [$'.]s)  ------ommm-e- (3-13)

F407 Ax g3t 2e A FAF B

& d5e.

4

P

(5,215,150 OR (5,%[S,]s) OR
© OR (S,*([S.]s) ----- (3—14)
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AAE BT A% G 2E AT g
= o] £412 AZ ¥E <
A M',E AT o
23y OAd MHH A MLE 353
[M']e=LCC([M"]a)
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As} ApAe] F&d =71 mER BT
MT=M1 UM T UM U - - - UM, “‘(3_16)
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[Sas'lra=DES(K,p . [S" as]r2)

[Sas'Ira=DES(K 5, [S" aplra)  ==-------- (3_18)
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[SAB]n:RSA(Kw [SAB']RZ)
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o
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(c) DM ME EM

© BIT

E 2. EMstatel I HsH|0|EFRE H|IM(CHART Not, No2)

9] : BIT

178,812 178,805 178,803 178,800 178,802 178,802
(24.15%) | (24.15%) | (24.15%) | (24.15%) (24.15%) | (24.15%)
181,374 179,847 179,308 179,089 179,008 178,905
(24.45%) | (24.29%) | (24.21%) | (24.18%) (24.17%) | (24.16%)
107,625 107,606 107,612 107,602 107,592 107,597
(14.537%)| (14.534%)| (14.535%)| (14.533%)| (14.532%)| (14.533%)
107,886 107,672 107,633 107,609 107,602 107,597
(14.572%)| (14.543%)| (14.538%)| (14.535%)| (14.533%) (14.533%)

: Nol FAX EA3}4} :

484

178.802 (24.15%)

No2 FAX EA A} © 107.597 (14.533%)
(1024 X 723 =740,352)
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