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A new hash function based on MDx-family hash functions
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Abstract

Cryptographic hash functions are an important tool for applications such as digital signature,
message authentication code and key derivation. During the last years, several fast software hash
functions have been proposed; most of them are based on the design principles of R. Rivest's MD4, Up
to now SHA-1, RIPEMD-160, and HAVAL are known as secure dedicated hash functions in MD-family
hash functions. In this paper we propose a new hash function based on advantages of these three hash
functions, which keeps the maximum security of these three hash functions and is more efficient. The

proposed hash function processes arbitrary finite message by 512-bit block and outputs 160 bits digest.
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The feature of the proposed hash function is data-dependent rotation. The proposed hash function

guarantee the strength against existing known attacks and it is conjectured that finding two collision

messages requires the order of 2% operations by the Birthday attack. In aspect of processing speed, the
proposed hash function is about 30% faster than RIPEMD- 160, and about 7% faster than SHA-1.
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Fig. 1. The use of a compression function in an iterative hash function
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Table 1. The performance of MD-family hash functions and the proposed hash function

A5 2% A5 bits ARl
8 41 g4 (Mbits/second) 4%
MD5 6.12 1.00
SHA-1 2.38 0.39
RIPEMD-160 1.77 0.29
HAVAL(5 PASS,160 bits) 3.18 0.52
A ot w4 2.55 0.42
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Table 2. The comparison of existing developed methods and the proposed method
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pseudo-code

Aer=El 4 T4 32-vE Yz dAkS
= ukE-Hel 34 i}—’FﬂE} g g
| oy

o] a4 Wageh 247 HlAF] =8

Sk

I

o

2 ulo} o]7ig& MEE o4 Wez A}
AFAIZI e}, Bl B-o] 71 (padding)2 MD45} B3}
o} H#x BE Asl BRe Id5F A2l

Flxy, x5, X3 Xy, X)=X,0,0x.0,@x,x0,x,Oxs

(0<j<23)
Fxy, X, X3, Xay X5)=5,0,Bx,x,0x,
(24<j<47, 72<j<95)
Folxy, X4y X4y X4 X5)=X,0,Px,0.Bx.x,Dx,
(48<j<71)

A

K =0x00000000(0<j<23)

K =0x5a2827999(24<j<47)( 2" 2]
K=0x6ed9ebal (48<j<71) (L2 31)

K =0x8f1bbcdc(72<7<95)(L 2% sqrt 5)

WA A HEe A

() =j(0<j<23)

r(24...47)=4, 21,17, 1,23, 18,12, 10, 5, 16, 8, 0,
20,3,22,6,11,19,15,2,7,14,9,13

r(48...71)=23, 14,19, 21, 13, 15, 20, 8, 18, 11, 5,
4,7,1,9,12,0,2,6,17, 10,22, 16,3

1(72...95)=3,9,17,22, 1, 12, 10, 18, 6, 4, 15, 13,
8,14, 11,7, 23,19, 20,2,5,16,0, 21

£Bol5A HEHE WAX A= A

5(0...23)= 3,9,17,22,1,12,10, 18, 6,4, 15, 13,
8,14,11,7,23,19,20,2,5, 16,0, 21
s(24...47)= 23, 14, 19,21, 13, 15, 20, 8, 18, 11, 5,
4,7,1,9,12,0,2,6,17, 10,22, 16, 3
5(48...71)=4,21,17,1,23, 18,12, 10,5, 16, 8, 0,
20,3,22,6,11,19,15,2,7,14,9, 13
$(72...95)=0,1,2,3,4,5,6,7,8,9,10, 11, 12,
13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23

Z713k IV

h,=0x67452301, h=0xefcdab89 ,
h=0x10325476, h,=0xc3d2elf0

h,=0x98badcfe,
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padding ¥} WA= ¢ e 16-9= &5

X, [j1(0<i<t-1, 05j<15) 0.2 FA ™},

1. Pseudo-code

for i=0 to -1 {
A=h,, B=h,; C=h,; D=h.; E=h;
for j=0to 7
X [16+i]=(X [0+i]DX [2+i{]D
X[7+i1®X [12+i])<";
for j=0 to 95 {
T=(f(A, B, C, D, E)+
X [1+K[ D e,

A=E; E=D; D=C; C=B~"; B=T;

}
h,+=C; h+=D; h,+=F; h,+=A; h,+=B,;

A,B,C,D,E

f(l

K[1]
4 7

X[0]-X[23]

p° K[2]

p K[3
£ [3]

1

AA, BB, CC, DD, EE

1
o

A,B,C,D,E

gl 2 MiehE oi4l oM fE Eae| X
Fig. 2. Outline of the compression function of the

proposed hash function

2. Test Values

131}

*  message: (empty string)
hashcode: 74b3fef703000b9d3484c0f660b7

c34c2eacT4ced

[Ty}

*  message: “a
hashcode: 4b1760ef9¢73f6e4deb720545¢22
ef51d823719¢

L1}

* message: “abc
hashcode: b71e348472a8d534bdc0eb2ab00
£79d6e3dd9b3c

* message: “message digest”
hashcode: b6419615a25ebc29c670867b027
b0d8759¢c8990c

* message: “abcdefghijklmnopgrstuvwxyz”
hashcode: 00af1balc308f16cb4f55¢503eb7
8fcc2fb809ea

* message: “abcdbcdecdefdefgefghfghighijhi
jkijkljklmklmnlmnomnopnopq”

hashcode: 832e¢40051ef2f6e88b18b10d6a9a0ff
3913b8128

* message: “A...Za...z0...9”
hashcode: ed4f896660c6b0aabalb1805379
4eac7 1bc6bfde

* message: 8§ times “1234567890”
hashcode: 003¢cb245f56b5a2bdf8706f3970¢
0dab814ab664

TP ]

* message: 1 million times “a
hashcode: 8b0f5260dc288ed64308417a3e0
83e421f657a0b
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