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On A Hybrid Binary Sequence Generator
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Abstract

Keystream sequence generator has many types of combining function and its basic factors of
crypto-degree(randomness, period, linear complexity, correlation immunity, the number of output
sequences) depend on nonlinear function. It is hard to design a high crypto-degree keystream generator
with strong criterian. but is possible by combining two strong generators for different factor. In this
paper, we combined an improved summation generator(ISUM-BSG) which has a large linear
complexity and a high order of correlation immunity with a generalized memory sequence
generator(GMEM-BSG) which has a number of output sequences. We called it a hybrid binary
sequence generator(HYB-BSG) and analyzed it.
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Fig. 2-1. Improved summation generator with 2-bit memory.
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Table 3-1. The results of randomress for HYB-BSG.

T 1
Test items Threshold est results
Sample 1 Sample 2 Sample 3
1) Frequency test 3.84 0.103 0.025 1.550
2) Serial test 5.99 0.550 2.043 2.087
3) Generalized t-serial test
t=3 9.48 2.902 5.650 4.211
t=4 15.50 5.086 11.477 6.598
t=5 26.29 10.954 22.709 10.540
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m=4 24.996 12.080 19.450 20.337
m=5 44.654 25.192 26.304 28.654
5) Autocorrelation test max.<0.05 max=0.0063 | max=0.0064 | max=0.0086
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Fig. 3-1. The results of autocorrelation test.
v. 2 = g Agraiach o)F ¥ uwrlE HAE zy
T a2 9y A9 Ay B3, A 9y
B =X Ay 2as 9 4w dde =2 Adbe] 4] XOR F4E ARSI
7} 748 ISUM-BSG#} vt4d 238 9= o A <tsl HYB-BSG #A7|¢] A9 &A, F7].

27 GMEM-BSGE %% £¥3

HYB-BSG

>

48 2E A% WYE 9 7] Sd9 4%



Y oAl w4 1A 89

LA o E WA $lsted
St °ﬂ & AN AN F B Y

) 7] ¢-°s_4 28 270 97T, GMEM.
BSGHE MY 2atwsh A Wemsl AN
Q7] el FRHY FHAw)0] zA 7B

39 7] 49 2719E & 4 ek

Fawd

[1] Henry J. Beker and Fred C. Piper,
The Protection of
Northwood Books,

Cipher systems:
Communications,
London, 1982.

[2] Henk C.A. van Tilborg, An Introduction
to Cryptology, KLUWER ACADEMIC
PUBLISHERS, Boston, etc., 1988.

[31 R. A. Rueppel and O. J. Stafflebach,
“Products of Linear Recurring Seque-
nces with Maximum Complexity,” IEEE
Trans. on Infor. Theo., Vol. IT-33, No.

I, pp. 124-131, Jan. 1987.

[4] J. Dj. Golic, “On the Linear Complexity
GF(q)”
Sequences,”IEEE Trans. on Infor. Theo.,
Vol. 35, No. 1, pp.69-75, Jan. 1989.

of Functions of Periodic

[5] T. Siegenthaler,
of Nonlonear Combining Functions for
Cryptographic Applications,” IEEE
Trans. on Infor. Theo., Vol.IT-30, No. §,
pp. 776-780, Sep. 1984.

“Correlation-Immunity

[6] J. Dj. Golic, M. M. Mihaljevic,
“Minimal Linear Equivalent Analysis of
a Variable-Memory Binary Sequence
Generator,” IEEE Trans. on Infor. Theo.,
Vol.IT-36, pp.190-192, jan. 1990.

[71 1. Dj. Golic, “The Number of Output

{8]

[9]

(10]

(]

[13]

[14]

[15]

Sequences of a Binary Sequence
Generator,” LNCS 547, Advances in
Cryptology-EUROCRYPT 91, pp.160-
167, 1991.

R. A. Rueppel, Analysis and Design of
Stream Ciphers, Springer-Verlag, 1986.

E. J. Groth,
Sequences with Controllable Complex-
ity,” IEEE Trans. on Infor. Theo., Vol.
IT-17, No. 3, pp. 288-296, May 1971.

“Generation of Binary

D. Gollmann, “Clock-Controlled Shift
A Review,” IEEE Journal on
Vol.7, No.4,

Registers :
Selected Area in Comm.,
pp.525-533, May 1989.

Rainer A. Rueppel, “Correlation Immunity
and the Summation Generator,” Advances in
Cryptology, Proceedings of CRYPTO’8S, pp.
260-272, 1985.

E. Dawson, “Cryptanalysis of Summation
Generator,” Advances in Cryptology-
AUSCRYPT'92, Lecture Notes in Computer

Science, Springer-Verlag, pp.209-215, 1993.
o) FA. BAA. “vhed 2 o]z £d
W7 AR 383 =] AT7Y. A
3%, pp. 11-22,19973 94,

ol . A, “2vE dvuEE zZte
MAE FA g 27" AR s
3 =82 AT7H, A2E, pp.93-106, 1997
W 64

B. Park, H. Choi, T. Chang, K. Kang,
“"Period of Sequences of Primitive
Polynomials,” Electronics Letters, Vol.
29, No. 4, pp.390-391, Feb. 1993,



90 R EIR ARG R TGE (1997, 12)

Fee Fehb)
s (5A1 8. B84

ol ol. |
o
¥
>

N

PABRRBE YA FAl ARgalR

172d 29 e em TN T mE ALY T
19741 249 AEdsta A Hx)Fs

19843 69 w3 UCLA(EAIE8f, pahubal)

1984%1 69 - 859 6% UCLA Postdoctor <%

19849 64 - 8593 64 u]s OMNET #HAA =

19749 - 8x) ABYstw FHNE A7) HAx)pLee g4

% FHAHl : ARRF Y FAl Au a0



