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Abstract

In this paper we proposed a high reliable synchronous stream cipher system which combined a

stream cipher with a public key cryptosystems. For stream synchronization, we proposed a high

reliable initial synchronization method in a noisy channel(BER = 0.1), And we designed and analyzed

a hybrid sequence generator for the data confidentiality, a zero suppression algorithm for system

stabilization, and M-L protocol for session key exchange.
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Fig. 1. Method of stream synchronization.
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Fig. 2. Synchronous stream cipher system.
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Fig. 4. Synchronization pattern detector.
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Fig. 5. M-L two-pass key agreement mechanism with mutual implicit authentication.
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Table 1. Sync. probability for variable NT(BER
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Table 2. Sync. probability for variable BER(NT = 25).
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Fig. 6. Communication protocol.
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