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Abstract

In this paper, we proposed a key stream synchronization algorithm for cipher system using frame-
relay protocol. The proposed key stream synchronous algorithm using extended bits of address field
solved the problem like the transmit session key and the incorrectness by continuing synchronization
loss in next timestep., They are achieved by the transfer of synchronous signal and session key when it
is less than the threshold value, using the receiving rate of extended bit information and flag patterns

of the frame relay protcol in the decision duration. When the proposed algorithm is applied to the
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synchronous stream cipher system, using frame-relay protocol which is designed to provide the highest
speed of packet network, minizing the process ability of data link level. it has advanced the result in
Rerror and Derror, and in transmission rate. by the use of 6.4 X 10'bits, not 9.6 X 10%bits required in
periodic synchronous method, having lsec time step, in slip rate 107.
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Fig. 1 The structure of stream cipher communication
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{Table 2) The comparison of Rexr and Deror of @ non-periodic synchronization method for various Ty at 64Kbps.

64Kbps M EdE =

T, 50msec 100msec 200msec 500msec Isec

Slip Ral Deor Rerrer Deror Rerror Dr.o Rerror D¢ Rerror Dreror Reror

10° 1.8x10 (1.8 x10° |3.4 x10°| 3.4 x107|6.6 x 10 | 6.6 x10°|1.8 x107|1.8 x10*|3.4x 107 | 3.4 x10~

107 1.8x10° 1.8 x10 |34 x10° | 3.4 x10*|6.6 x10° | 6.6 x10*|1.8 x10°|1.8 x107|3.4 x 10" | 3.4 x10°

10* 1.9 %100 1.9 x10° {3.6 x 10*| 3.6 x10°|6.7 x 10* | 6.7 x 107 |1.9 x10°|1.9 x 10" |3.6 x 10° [3.6 x 10*
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{Table 3) The comparison of Remor and Derer Of @ periodic synchronization method for various Tc at 64Kbps.

64Kbps &=

T, 500msec 1sec 2sec 5sec 10sec

Shp Ra | D - Rivor Do Rivor | D S — | D Revvor Ds.ror Rervor

10° 9x10° | 9x10° 1.8 x107 1.8 x 107 [3.6 x10F |3.6 x10* } 9 x107 | 9x10* |3.6 x10° 3.6 x10*

107 9x10° | 9x10* 1.8 x10°{1.8x10° [3.6 x10° |3.6 x10° | 9 x10* | 9%x10° 3.6 x10"|3.6 x 107

10* 1.0x10° |1.0 x10* |20 x 10* 2.0 x10*|4.0 x10*|4.0 x10* |1.0 x 10 |1.0 x10* {4.0 x 10¢ |4.0 x 10°

(E 4) *e S5 64Kbps EZOIA 109 HIZ2| CIO|E] HEAl RFEE 280 HE 9 d|al.

{Table 4) The comparison of overhead bits, channel rate = 64Kbps and slip rate = 107bits.

EAHA [ 7189 571 A | WA 571 B4
Slip Rate (bits)/ (T=1sec) (bits)/ (T.=1sec)

107 9.6 x10r 64 x10°

(F 5> MY BE 384kbps EHEOIAM  HIoHH HIF7|Hel &7] Wae| £Hef

I} Drror®| H|I0

& AlZF To HE0 2 Reror

J])l*

{Table 5) The comparison of Remr and Derwor Of @ non-periodic synchronization method for various Tu at

384Kbps.

384Kbps A Y&

T, 50msec 100msec 200msec 500msec 1sec

S]ip Rate Deror Rerror Diror Riveor Derrer Ry | B~ Riror Dervor Rerver

10 |49 x10°14.9 x107 9.7 x10r| 9.7 x107| 2.0 x 107 | 2.0 x 10?| 4.9 x 107 | 4.9 x 10| 9.7 x 107(9.7 x 10
107 |49%x10°[4.9 x107 9.8 x10°|19.8 x 107 | 2.0 x 107} 2.0 x 1071 4.9 x10°| 4.9 x 10°{ 9.7 x 107|9.7 x 107
10" | 5.0x10%5.0 x107% 1.0 x107} 1.0 x 10| 2.1 x10°| 2.1 x 10| 5.0 x10°| 5.0 x 107} 9.8 x 10°9.8 x 10*
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(Table 6) The comparison of Reror and Deror of @ periodic synchronization method for various Tc at 384Kbps.

384Kbps A& %
T, 500msec 1sec 2sec 5sec 10sec
Slip Ral Devor Recror Derror Reeror Devor Rereor Deor Rever Derror Reeor
10 49 x107 |49%x10% (9.7 x107[ 9.7 x 10?| 2.2 x 10°|2.2 x 10" [4.9 x 10* |4.9 x 10" (9.7 x 1(# [9.7 x 10"
107 49 x10°14.9x 107 (9.7 x107 [ 9.7 x 10?1 2.2 x107| 2.2 x10?|4.9 x 107 |4.9 x10?|9.7 x 10" |9.7 x10*
10* 50 x10° 5.0 x 107199 x10°| 9.9 x 10%] 2.3 x 10°|2.3 x 10*{5.0 x 10° | 5.0 x 10°|9.8 x 10° |9.8 x 10*
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