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Abstract

In this paper., we deal with f function, which is a core part in DES system. First of all we analyse
S-box structrure with nonlinear combining function and present another method to analyse f function
in DES system. This analysis method will be used in proposing more secure block cipher system as

well as analysing the security of block cipher system
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(’?‘% S_bOX‘o’] %E}! ynl, ynz, yng,
yuoll TR BIAY ATA AS)

S-box_1 :

A[yu] 1 111011 001101000100000 1100110010
1000001101 100111110000000 011000 O

Aly=] 1 011001 110110101010111 1011100100
0011100110 111000001000001 011110 O

A[:yl.’!] 1 100111 100101111111100 1101100001
1110100101 111111000001010 011110 O

A[ym] 0 010100 011110011010001 1010110111
0011100000 100101110000100 011010 O

S-box_2 :

Alya] 1 101011 000001101000100 1001000101
0011000000 001101001100000 000100 O

A[yzz] 1 110111 000001100001000 00060000000
0000100001 010100000000001 001100 0

A[yz:s] 1 110110 110000000110000 1111110101
0010111100 110010110000010 001100 O

A[ym] 1 101100 110010001011000 0010011001
0101000001 001011001100110 001000 O

S-box_3

Afly=] 1 011010 111010100110110 1100100110
1101000001 100100001100111 000110 O

A[y:;z] 0 101001 100001111010110 1111000000
1110110001 111001000100100 001010 O

Alyx] 1 110111 001011110111010 0111010110
1011011111 100011011101001 010110 O

Aly»] 0 110101 110110000010100 1011010110
0000000000 011001000000000 010000 O

S-box_4 :

A[yu] 0 100111 001001011011011 0110100011
0101010001 110101111001110 001010 O

A[yu] 1 111000 000101001011111 0100010011
1000010001 100101011001110 001010 O
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Alys] 1 011011 101110001000111 0110011111
1010011000 111100100101011 001010 O
Alys] 1 101100 110011011000111 1110011011
0011010000 101100000101011 001010 O

S-box_5 :

Aly=] 0 010011 010100100101111 0100001011
0011101100 101111101000101 000100 0

A[ysz] 0 101111 000000100001000 1001000101
0010000110 101010100101001 010000 O

A[ysa] 1 110110 011010010111111 1111111101
1101111100 100000110001101 011110 O

A[y54] 0 001000 111010111011101 1111001100
0100111110 111101110000011 001010 O

S5-box_6 :

A[ym] 1 010010 010111000101111 0000011011
0000001111 001010001101001 011100 O

A[ysz] 1 111111 010000100010000 1000001100
0000001000 011100101100010 011000 O

A[y(;a] 0 000101 110111000010000 1000011000
0101010001 000100001100000 001100 0

Aly«] 0 101010 000011100100000 0001110100
1000001101 001010110101011 000110 O

S-box_7

A[yn] 0 001011 101111100000000 1100011001
1010001000 111100100101001 010010 0

A[ym] 1 110110 111011101000000 0000000000
0000000000 101010100000011 000100 O

Aly»] 0 011110 010110000001101 1100010001
0001000101 011100011001011 011010 O

A[ym] 0 111011 0000601000100100 0000000010
0000101000 001011010100010 000010 O

S-box_8

A[ym:[ 1 101011 000010111100010 0000111101
1001110101 101010010101000 011100 O

A[yxz] 1 010111 0110011106010000 1110110011
0001000000 100100011000000 010000 0O

Aly«] 0 111010 001100001010100 0010010111
0010110000 010000000101010 001100 O

A[ym] 1 011110 010110000000111 1100010000
0011010110 010111011100001 011000 0
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