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A proposal on High Speed Hash Algorithm(HAVES)
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Abstract

A hashing function is the mathematically complex algorithm that compresses an arbitrary input
message into a value of a specific length. It can be applicable to various security service. such as an
integrity of information, an user authentication. and virus intrusion detection. Secure hashing function
also should have the following properties. such as One-Wayness, Collision-free and high speed behavior.
In this paper. we propose two new hashing algorithms which have a variable output length of 128,
160, 192. 224, 256 bits length for practical applications. This hashing algorithm processes the input
message blocks by 1024-bits. and operates very fast by deploying the computational array effectively.
As Boolean functions of hash algorithm satisfy 0-1 Balancedness, high Non-Linearity, Linearly
Inequivalent in structure, Mutually Output-Uncorrelated, and SAC(Strict Avalanche Criterion), our
proposed algorithms are superior to the existing hash algorithms with respect to efficiency and security.

In addition. we design the hash algorithms with variable output length for practical applications
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