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Abstract

As the processing speed of communication and computer system has been improved, high speed
data processing is required to protect information. This study aims at implementing a high speed
encryption chip of IDEA(International Data Encryption Algorithm) which is one of international
standard encryption algorithms. We analyze IDEA algorithm for the high speed operation at hardware
and pipeline processing is performed to reduce the encryption time. To reduce the number of
operations in generating subkey, subkey block is implemented with EEPROM. This system is designed
by using VHDL(VHSIC Hardware Description Language). The IDEA algorithm is synthesized by
using synopsys(EDA tool) and algorithm is made to one chip by means of FPGA XC4052X1. of
Xilinx. When 20Mhz is used as the input clock. data arrival time is 587.07ns and it is operated with

the speed of 109.01Mbps.
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PROCEDURE keygen(key_data, en_desig, subkey1,--
, subkey52)

BEIGN
I:=key_data
if en_desig = 1 then
subkeyl :=1;
divid (subkey1);
subkey2:=1;
divid (sybkey2);
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ini_permu, Subkey], -,
BEGIN
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MA(R) :=temp2 ;
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Crypto == MA(R) XOR ini_permu(l) & MA(R)
XOR ini_permu(3) & MA(L) XOR ini_permu(2)
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END;
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PROCEDEUR Encryption (Round, Plain_text)
BEGIN
Encryptionl := Round[ plain_text | ;

Encryption2 := Round[ Encryption2 | ;
0

o}
0
Encryptions := Round[ Encryption7 | ;
END;
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A& A v). ebol®) Al B o] A& st

% BIT 514 & A A8l 1, Hardware debugger&
o] £-8}e] FPGA XC4052XLell 33191}t FPGA
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HE 2. FPCA XC4052XLPC411-32] ATE i

ARE | ZCHARS | ARSHIE(%)
M | TS
CLBs 1679 1936 36.72
Bonded IOBs 149 352 42.32
CLB Flip Flops | 890 3872 22.98
4 Input LUTs 672 3872 17.35
3Input LUTs | 251 1936 12.96

HE 3. FPCA XC4052XLPG411-32] J| =2 Cate AI2$

Cell Use Cell Use
and?2 161 or3 2
and4 5 or4 35
fdc 50 xor2 145
fdce 32 Idcl 1
fdp 66 inv 572
nand?2 2487 Id_1 192
nor2 4 add_sub 35
nor3 1 compare 16
nor4 30 inc_dec 1
or2 120 dw02_mult 14
6. 4 2
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