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Differential Cryptanalysis of 16 round SKIPJACK
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Abstract

SKIPJACK is a secret key encryption algorithm used by the US government in the Clipper chip.
which had been calssified since its introduction in 1993. Recently, its structure was made public in
1998. [t was designed to be evaluated easily in 8-bit processors with low memory usage. We review
the encryption method and summerize its security against differential cryptanalysis. First, we
introduce the attack by Biham for 16-round SKIPJACK which uses the differential characteristic of G

function. And then, we give more improved attack using only 2 chosen plaintexts.
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