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Abstract

OMG (Object Management Group) announced CORBA (Common Object Request Broker

Architecture) Security specification™ to resolve security problem on CORBA environment. It suggests
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an architecture that allows various security technologies to be used and specifies security objects to
supply user authentication, access control, secure communication, and so on. And an application
object running on CORBA environment which want to secure communication should not need to be
aware of security.

In this paper, we design and implement security objects to support secure communication using
ECMA (European Computer Manufacturers Association) SESAME (a Secure European System for
Application in Multi-vendor Environment) Ver. 4™. The GSS-API (Generic Security Service
Application Programming Interface) '™ " of SESAME Ver. 4 was used to implement security objects
for supporting secure communication. SESAME Ver. 4 supports access control, communication integrity
and communication confidentiality. and offers the means to ensure that access to services is policed to
appropriate level of security. This paper also proposes overall security architecture for CORBA
environment. This architecture is composed of SESAME and security objects to be implemented for
supporting secure communication on ORB (Object Request Broker). In this architecture, security
objects. which are implemented in this paper. provide communication integrity and communication
confidentiality, and SESAME provides user authentication, access control, security audit and security

policy management,
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