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Abstract

Role based access control (RBAC) is more flexible and fine control than the discretionary and
mandatory access controls that are currently popular used. Therefore, RBAC will be used in
commercial and governmental sectors such as financial. enterprise, and etc.

In this paper, we add role attributes to the existing definition of RBAC mechanism and propose a
new RBAC. The proposed RBAC mechanism shall be shown that it is suitable for real-world
application. Kspecially. the proposed RBAC mechanism can be applied to effectively protect Salami
attack and fraud by insiders and we also define difference operator to prevent the duplication of user

s role.
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