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Abstract

The user authentication service can be used to prevent telecommunications piracy and to demand
reliable payment from subscriber. In this paper, we developed a hash function and applied it to the
authentication algorithm and the authentication key generation algorithm of I8-95A authentication
system. By implementing the authentication key generation algorithm with the from of oracle hash
function, we accomplished the high security and simplicity of the authentication simultaneously. We

analyze the randomness properties of developed algorithms using statistical analysis.

keyword : Q1= & 32]E, 3] 4§84, Oracle hash, BA = ¥4
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2l 3. AUTH__SIGNATURE ¥T12|E8 71X
Fig 3. The structure of AUTH_signature algorithm.
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PADI0]

=RAND @ ESN_S & AUTH_D

PAD[1] = PAD[0] ® SSD_A[0]
PAD[2] = PAD[1] @ SSD_A[1]

wi(2)=AUTH_D || 0x98,

Il : bit concatenation

T2l 4. AUTH__SIGNATURE A D2|S2 2I8 HIOlE HIHE7|
Fig. 4. Data padding for AUTH_SIGNATURE algorithm.
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