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Abstract

In Multilevel Secure Database Management System{(MLS/DBMS), we assume that system has a

security clearance level for each user and a classification level for each data item in system and the
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objective of these systems is to protect secure information from unauthorized user.

Many algorithms which have been researched have focus on removing covert channel by modifying

conventional lock-based algorithm or timestamp-based algorithm. but there is high-level starvation

problem that high level transaction is aborted by low level transaction repeatedly.

In order to solve this problem, we propose an algorithm to reduce high-level starvation using

dynamic adjustment of serialization order, which is basically using orange lock. Because our algorithm

is based on a single version unlike conventional secure algorithms which are

performed on

multiversion, it can get high degree of concurrency control. we also show that it guarantees the

serializability of concurrent execution, and satisfies secure properties of MLS/DBMS.
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b. T7b x& F&3he dAkE o oA
F33HA] & AAAE AR
® =3-4A £33, LCT7} nulle] obd A
¢ole LCT#e TS= 4y, nullgl A%
t 4=AHE TSFez Hoguted
7A€ delel FFe= RIS WIS 3}t
geAPdoz 7|E3lc} Bsetd U&=
NAME2] LCTE TS-eo2 R,
Wheag a5 dx =AA4Y ne
LI L
dEFET & ASLT)>L(TR). =
a3 334 &= 953 A4
[® 4] LTup>LTR)Y 9o 23 3344 &
2| Read | Write|Tu:Lock Holder
Read Y

M do (B 2 o

Tr : Lock Requester

Write | Y*
Y*  AE238 dxzas A, 7
EAAEE 4
23 38X woA AP BRE TG
4 9E 4%E Fo0, BS-BE FEL 9
£ae 28y B%)% 2EY A4 0L

e AN 4+ Aok & A9 5F 297
Ael B5 23% M3 e dolE 5
Y3l 3¢ 5F ERdHAe] 7| 23E Q2
T A% A% 57 EdHAe] 39 5F
ENRAE AdA7IE BldAde] QA
azjnz AY 59 ERHAL afz A
23E F4A 38 ERAHAAA A F
of gte}. t}&2 o] wAA L AMT U
g Fol.

D 2AZ¥ 7} TM(transaction manager)2 2.
HE plx]& weod, A2AEHE plilx]7t
olm] AL qlixjek FEE dedlE
A} F Mg

@ T Ue AL F ERAAATY B
dEFol LITKL(THE A=, 44
T EWAA T #5223 gl oA
A 2 Z(orangelock)2 A g3},

2 )

@ pixl7t @5 d4d A4 TR>IX)E 7]
S Lo

@ FEo] dod A9 7 =¥ TE
39 59 ERHA Tl Bsetol]l W3 314
59 ERHA TellA pllx]E <dr7k3ie.

® 274127t T8 228 A7/He o, A
oJ= DMozRE EldyHe sgtn
(commit) H P A #H A (abort) H o=
SHE W7 AR 2aE HAE £
Ak

® 38l 55 =W RE Y& vix|
9, L A4de $YPsia =dHAE

grI.
@ AF3} Mg A2 e (TeTy)
271287t =R Tol| A% 238
HNAE o o ALE A AR
a. T7l Yo 238 2% d9dex A
Atghet,
b. T7t x& FZ3He dAE o o4 &
H3lA] d& AJAAE FAMeH.
® EAHA sAdl LCT7} nulle] ofpd
A $-o= LCTZS TS= 2w, nullel A
ool PBAML TSFoz Howe
W7 g deolel gEef= RIS WIS
e dsAHoez 7|58, Bsetel] Sl
EWAAES] LCTE TS-eo2 Ho

® &% HUd A3 sWAM] Sl o
A Aatd W g Age AAg.

if (Tx(h,p) > LCT(Tw))
then

abort high level transaction;
endif
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