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Abstract

Since a hybrid firewall filters packets at a network layer along with providing gateway
functionalities at an application layer, it has a better performance than an IP filtering firewall. In
addition, it provides both the various kinds of access control mechanisms and transparent services to
users. However, the security policies of a network layer are different from those of an application
layer. Thus, the user interfaces for managing a hybrid firewalls in a consistent manner are needed. In
this paper, we implement a graphical user interface to provide access control mechanisms and

management facilities for a hybrid firewall such as log analysis, a real-time monitor for network
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traffics, and the statisics on traffics. And we also propose a new rule script language for specifying

access control rules. By using the script language, users can generate the various forms of access

control rules which are adapted by the existing firewalls.

Key word : Access control, Rule script language, Hybrid firewall, Internet security
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block in all
pass out all

block in on le0 quick proto tcp from 10.1.1.1 to any flags S/SA
block in on le0 quick log body proto tcp from 10.1.1.1 to 10.1.1.254
block in on le0 quick log proto tcp from any to any port = 2049

pass in on le0 quick proto tcp from any to any

(7b) Ip_filter?] Ao 73

ipfw addblocking deny iface 10.1.1.1 from 10.1.1.1 to 0/0
ipfw addblocking deny iface 10.1.1.1 from 10.1.1.1 to 10.1.1.254
ipfw addblocking deny iface 10.1.1.1 from 0/0 to 0/0 2049
ipfw addblocking accept iface 10.1.1.1 from 0/0 to 0/0
ipfw addblocking deny from 0/0 to 0/0
ipfw addforwarding accept from 0/0 to 0/0

(1) Intwe] HI2A o] 3

ipfwadm —p deny ~B -1 10.1.1.1 —-P tep =S 10.1.1.1 -D 0.0.0.0 -y
ipfwadm —p deny —B -1 10.1.1.1 -k =P tcp —-S 10.1.1.1 —D 10.1.1.254
ipfwadm —p deny —B -1 10.1.1.1 -k —-P tcp —-S 0.0.0.0 —D 0.0.0.0 2049
ipfwadm —p accept —B -1 10.1.1.1 ~P tcp -S 0.0.0.0 —-D 0.0.0.0
ipfwadm - B —p deny -8 0.0.0.0 —-D 0.0.0.0
ipfwadm —-F —p accept —S 0.0.0.0 —D 0.0.0.0

(=) Ipfwadme] HIAH S 73
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ipfirewall addblocking reject le0 from 10.1.1.1/32 to 0/0
ipfirewall addblocking reject le0 from 10.1.1.1/32 10.1.1.254/32
ipfirewall addblocking reject le0 from 0/0 to 0/0 2049
ipfirewall addblocking accept le0 from 0/0 to 0/0
ipfirewall addblocking reject from 0/0 to 0/0
ipfirewall addforwarding accept from 0/0 to 0/0

(2}) Ipfirewall®] A o] 73

access-list 100 deny tep 10.1.1.1 0.0.0.0 0.0.0.0 255.255.255.255
access-list 100 deny tep 10.1.1.1 0.0.0.0 10.1.1.254 0.0.0.0

access—list 100 deny tcp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255 eq 2049
access-list 100 accept tcp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
access-list 100 deny ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
interface ethernet 0

ip access-group 101 in

ip access—group 151 out

access-list 150 permit ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
ip access—group 100 in

ip access—group 150 out

(7}) Ciscod] ATAo} F3

permit 192.168.2.0 255.255.255.0 0.0.0.0 0.0.0.0
permit 147.6.39.54 255.255.255.255 192.168.2.0 255.255.255.0
deny 0.0.0.0 0.0.0.0

(¥}) Socks9] HITA] 3

238 1 AYXAA AR ENA] ALL-3l= A ZAe] 3] (Access Control Rules Defined by Firewalls)
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28442
Socks #pojr g Socks S84
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28 2 =3 A Z A SOCKS (SOCKS for a Network Layer)
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Ipfirewall, Cisco, Screende]t}.
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1 # define BAR foo
2 # define foo 10.1.1.1
3 # define bar 10.1.1.254
4 #if defined( cisco_ )
5 interface ethernet0
6 access-list 101
7 # endif
8 #if defined(__ ipfilter___ ) || defined( ipfirewall ) || defined(____ipfw2lr )
9 interface le0
10 # endif
11 #if defined(_ ipfw__ ) || defined( ipfwadm___ )
12 interface 10.1.1.1
13 # endif
14 policy block in all
15 if { in ) then {
16 set protocol tcp
17 if ( from host BAR and opening ) then {
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18 block .

19 }

20 if { from foo and to host bar } then {
21 log body and block .

22 }

23 if ( to port 2049 ) then {
24 log and block .

25 }

26 pass .

27 }

28 end-policy

29 policy pass out all

30 end-policy

138 3 "E]-edo] 2] &AM (An Example Script Defined by Filter Language)

£ =74 At AZAA FHNE
dej= Reed“"]7} Aert dols sluloz @
ZAH3, 8 AAE BNF 4oz vehy

g gE 3¥ 48 ZH A 89 A3
“policy” & “end-policy” “set” EA, “if’ &
} ez AFE 4 Ao T “policy” 2 Al
A Ages 23 49 2 E9 Vled £
Foz AN & & (pass) et AR
(deny)& Jepl= 719=7t 24 a3,
“out"3} ZH-2 W] ¥ AR}t HupzA 5
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Agrate FA7e dele A 21 19
7H ~(EHeA 2383 G2 FYxdA2H
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1 rule ::= bpolicy | epolicy | set | interface | if | shell | rule

2 bpolicy ::= “policy” action inout pfromto

3 epolicy ::= “endpolicy”

4 set 1= “set’ setopt

5  setopt ::= “netmask” nid | protocol | “identd” id | “userlist” ulist
6 interface ::= “interface” id

7 if 1= " (" expr ") “then” *{“ statements “}"

8 shell ::= “shell” slist

9 action ::= log | “block” | “pass”

10 inout ::= “in” | "out”

11 pfromto ::= “all” | “from” host “to” host

12 log ::= “log” | “log body”

13 host ::= hid “/” nid [doport]

14  expr ::= subexpr | subexpr “and” expr

15  subexpr ::= protocol | fromto dohost | fromto donet | fromto doport | “on” id | inout | tepbits | with
16  statements ::= doact " | statement | statement statements

17  statement ::= set | interface | if
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18 protocol ::= “protocol” id

19 fromto ::= “from” | “to”

20 dohost ::= hid | “host” hid

21 donet ::= nid | “net” nid “mask” nid | “net” nid * | “netmask” nid
22 doport ::= “port’ port

23  tcpbits ::= “established” | “opening” | “flags” id

24 with ::= “"with” woption

25 doact ::= action | action and doact

26 port ::= portcmp id | id portout id | id portin id

27 woption ::= “frag” | “short” | “ipopts” | extra

28 portout ::= "M

28  vportin 1= “O7

30 extra ::= “opt” eopt

31 portecmp ::= “eq” | “ne” | “ge” | “gt” | “l&” | "K' | *=" | “t=" ] =" | (=" K
32 hid ::= nid | id “" id “" id " id

33 nid ::= digits | digits " digits " digits " Digits

34 id ::= [digits | letters] +

35 ulist ::= id | id.ulist

36 slist ::= string | string * “ slist

37  digits ::= [0-9]+

38 letters ::= [a-zA-Z]+

39 string ::= [digits | letters | schar]+

40 schar ::= "I" | “$" | “@” | "#" | "%” | """ | “&" | V| 7

1% 4 23 73 7]4 del2] BNF (BNF of the Integrated Rule-Script Language)
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29 5 A ] FHE AAE7) 948 A el7] (Processor for Generating Access Control Rules)
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#!/bin/csh —f

if ( in and protocol tcp and interface le0 and from any and to net 147.6.39.4
mask 32 ) then {

log .

if { out and from any and to net 147.6.39.4 mask 32 ) then {

pass .

}
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12 end-policy
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(An Example Script written in the Integrated Rule Script Language)
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