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Abstract

The most of intrusion detection methods do not detect intrusion when it happens. To solve the
problem, we are studying a real-time intrusion detection. Because a previous intrusion detection
system(IDS) is running on the host level, it difficult to port and to extend to other system on the
network level that distributed environment. Also IDS provides the confidentiality of messages when it
sends each other.

This paper proposes a model of real-time intrusion detection using agents. It applies to distributed
environment using an extensibility and communication mechanism among agents, supports a

portability, an extensibility and a confidentiality of IDS.
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1 Perlz AAH do]HAES] o)

Package YourAgent;

# Keep $VERSION in sync with RCS revision
$VERSION = do { my @r = (q$Revision: 1.1$ ="~ /\d+/g);
sprintf “%d.”.” %02d" x $#r, @r }; $VERSION = $VERSION;

%P ARAMETERS=(Description => “Agent description”,
CheckPeriod => 10); # Seconds

use AAFID::Agent;
use AAFID::Common;
@ISA=qw(AAFID::Agent);

sub Init {
my $self=checkref(shift);
# Optional initialization code here.

}
sub Check {

my $self=checkref(shift);
# Mandatory check code here.
return ($status, $message);

}

sub Cleanup {

my $self=checkref(shift);

# Optional cleanup code here.
}

# This is the template for implementing a new command called MYCMD.
# Any number of new command may be de fined by an agent.

#

# sub command_MYCMD {

# my ($self, @message, %params)=@_;

# Code to implement the command MYCMD here.

return undef;

# If a return value is needed, use something like:

# return { code => $code, Message => $msg };

}

H#H o H K

# Very important, to make the agent both loadable and standalone.
_EndOfEntity;
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