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Abstract

Cryptography techniques can prevent eavesdroppers from maliciously intercepting or modifying
sensitive information. However, misuses of encryption may cause other problems. First, if the
encryption key is lost or damaged, even an authorized access to the original data wil be denied.
Second, criminals can prevent authorized law enforcement officers from examining the necessary
information by using the strong encryption technique. A technique known as Key Recovery, which
recovers the encryption key from encrypted data, can provide solutions for the situations. In this
paper, we propose a new key escrow system based on the ElGamal cryptosystem. Our system provide
time-bound eavesdropping under court authorized permission, protect from trustee’s cheating and prevent
user's shadow public key generation.
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