ERFEREERR X
WOHK M3IM 1999 09

Azw) Bt A3E ¥ 2o BA
SF ILVAS A4 44 A

4@, A4

ILVA : Integrated audit-log analysis tool and

its application
Sang-hyun Cho *, Sung-deok Cha*
2 %

Adeiyle] F4% WA A AR Axde) wok A Y Ak #F
st glel, mrh ZEksl mob dAVEe) 87H I gloh Aad 23 B
A A4l AME HAsk e AdAE A8 A AeAel Aol 2o A8
o FHe Helo] chdgo s AEstd 2o a4 2 Y] Aoz o
2 Aol

Fele A -6l doy 2o AR YuiE Aosty Aoy 2o 452
B AgHer 2o #4, ¥ £ e =7E AAE FEE o] =%
dA e AE =S AEE AA A F4% & AEE lsta 2y #
F hA weke Al AR

ABSTRACT

Widespread use of Internet, despite numerous positive aspects, resulted in increased
number of system intrusions, and the need for enhanced security mechanisms is urgent.
Systematic collection and analysis of log data are essential in intrusion investigation.
Unfortunately, existing logs are stored in diverse and incompatible format, thus making
an automated intrusion investigation practically impossible.

We examined the types of log data essential in intrusion investigation and
implemented a tool to enable systematic collection and efficient analysis of voluminous
log data. Our tool, based on RBDMS and SQL, provides graphical and user-friendly
interface. We describe our experience of using the tool in actual intrusion investigation

and explain how our tool can be further enhanced.
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