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ABSTRACT

Current encryption methods have been applied to secure communication using discrete chaotic system

whose output is a noise-like signal, which differs from the conventional encryption methods that employ

algebra and number theory([1-2].
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We propose an optical encryption method that transforms the primary pattern into the image pattern of

discrete chaotic function, first a primary pattern is encoded using permutation algorithm. In the proposed

system, we suggest the permutation algorithm using the output of key stream generator and its security

level is analyzed. In this paper, we worked out problem of the application about few discrete chaos

function through a permutation algorithm and enhanced the security level. Experimental results with image,

signal demonstrate the proper operation of the implemented optical encryption system.
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Fig. 1. The structure of keystream generator.
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Table 1. Randomness of Key stream generator.

Threshol
4
d value
Test Items =S Results
G| s
0.05)
Frequency test 1 3.841 1.021
Serial test 2 5.991 1.034
Generali | 3-serial| 4 9.488 1.506
zed
Serial 4-serial| 8 15.507 4.981
test |5-gerial| 16 | 26.296 8.934
m=3 7 14.067 8.566
Poker
m=4 15 24.996 13.380
test
m=5 31 44 .654 22.862
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Fig. 8. tent transformation function of uniform
distributed chaotic function.
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Table 4. The result of randomness about
permutation +chaos +transform algorithm.

Threshold
Test Items | AHHE(v) value Results
(o< 005)
Frequency 29 42.557 25.623
Permutation 23 35.172 17.981
Gap 11 19.675 12.961
Run 6 12.591 3.953

B2 AlgdAte® Lena %4, ABEA}
dAH256x256)& AHEsigick AR E 13
permutatlon dare]ES F3gt F 23 o)4k 7}

2~ Wl R kEdE sl oW 23}
01"* 7hes WHE ghpe] 8 77} s 2x)ay
A=t chevbyshev 48 AMgsialom] whgdd
S REEAF)7] 98] uniform BEXE ZEE w3l
Aelg st 12 permutation 2welE

Tl dldEs b re] ¥ 5SS uEalr)
A&l LFSRE 7Alsl ?IT% H“‘Eﬂa o] -8315] a1
?5]]1’4* la;d SH]EE k]el]g].o:] EJ 831E4 24_11__
row, column 82 F permutationg 88}l
t} 13} permutation %iE|Z&e} AlgEl= 715
A WS BE $ES ESEE Adrlslglen
2 AgA 1 WIS Ak 23 7Les &
TE ARY o 7R el A4S BEAdsiglen
AL 1 AFAEE A S il EAsigle
o wgk wIgeE S 7R Wl Ze
non-uniformg %% uniformg #¥2| s
wgkale] A8t wdt w3t e ALe
= n(x)= 2% Chevbyshev @55 AHEs}aL
b(We e=4F 7K BA2EH g8 AHESio
A wheE Al 23 9ol ] AR E
permutation ¥i=}EE A o gy wlw
dglem, FxEaE A Ak 1%
permutation 2|3 JFHRe FAY A3
S Zh: JEE IAEas Fi g3 5 gl
°]AL permutation Ao R FAA R} ¢F
38 Ao s FAGsP)7b 4ok w3k o)4k Ak
2 GHE ol 8T MR QrEsle] ATER) o4
7hess APte] ARtE]e] glow g Mo Ag-
3w Aol gl wmhehd 13 73le) 4%
LESRE o83 719 whlrle] EY¥erry &
=5l wWerd S Es] permutation dyElES 4
gk F 22 i ZH o2 ol AME= of4l e~
FrE ARl e Y Feedxs 2o
A E Al dEAAE TEI

2 =FolAe permutation dae]E oj4t
7t - A RS 2 Bedat ks
A2l g Algksle] Agks] A Asls BEWe
el BI=E sl on wik A whpads 7
Aelels of WA FES BF mkEsle Aom
ghbal 4= qleh A A Hot okEs A A3
W Agrel Rz A gEate odake
A oodag e S & 4 gl "HER n(x)%
()2 ARE Za Bad = b 256 X 25670
2] Lena <ol Wizt 65536708 n(x) Auel
655367H9l (7o HE]t e ke 2 7Ele R
FoFH R Bodh= 212 A9 Bolsslc)h e
I} EEg odapmele] Akl Hw
PSNR(Peak Signal to Noise Ratio)=
52.1175(dBJ& vehlia, Fel Hxel <l7te)




46 ST RIREE SR Y (1999, 12)

Aoz w AfolE ApEE 4 glong st 7
o] FU3E datolzt < Qlot. ¥ 10ex= dE
Bef] ARG 7] g3} o5 PlAIEE 0.000001) 244

7R 7] el BEE st ofu ks
7] 2 0.315001% AR8sisle Hxst 7] @2
0.315002% AH83tezs] H3d g4k vepisd
k. 0.0000012] wlAIgE 27] 7] 3te] zlel7h B3E
e YA A} vlad o A AEY 5

g e 4 5 otk F Y A ghe )
R R R L S

(a)
[ )

Moy I MG b

/ MM,

Nex W) M0 Aop 8

(c) (d)

a3 9. ¥ FAA R} permutation A8 AR
(a) 9294  (b) Permutation *2]°d4t
(c) ddate) sl 2~Eey
(d) Permutation #]°34}e] s]~E 19
Fig. 10. Original image and permutation
processing image
(a) Original image
(b) Permutation processing image
(¢) Histogram of original image
(d) Histogram of permutation processing image
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28 10, 7k el 27) Fhell ke s 2 By
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Fig. 10. Encrypted and decrypted image of

chaotic function given initial value
(a) initial seed = 0.315001
(b) initial seed for decryption = 0.315002
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(c) (d)
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Fig. 11. Encrypted image
(a) Lena image (b) "AB’ character image
(c) encrypted real image(Lena)
(d) encrypted imaginary image(Lena)
(e) encrypted real image(character AB)
(f) encrypted imaginary image(character AB)
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