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ABSTRACT

In this paper we introduce a structure of block cipher which is an iterated cipher by the tule A of Skipjack and show
this structure is provably resistant against differential or linear attacks. It is the main result of this paper that the upper
bound of r-round(r=15) differential(or linear hull) is p* if the maximum differential(or linear approximation) probability of a
round function is p. We can consider this structure as a generalized Feistel structure. Therefore we can apply this structure to
block ciphers and give the provable security against differential attack or linear attack with some upper bounds.
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(Fig. 1] Skipjack-like structure using Rule A of
Skipjack
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(Table 2) Proof of Case 1

A A di=dy=41=0, dy=dy=dy= B4 #0
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A 1 | sumover 4, | sum over J, <p

oA 2 sum over /, | sum over Jj <p

w4 3 1 sum over Ay <p
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A 5 1 1 1
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(Table 3) Proof of Case 2-1

P dg=dy=dyy=0, dy=d5= 4, = 4,#0
A ¢ 4y, 4;%#0, 44, 4,,%0

A 1 | sum over 4, <p sum over A

A 2 | sum over 4, <p 1

4 3 <p <p 1

A 4 1 <p 1

WA 5 1 1 sum over 4




18

Skipjack 3o tig DC % LC9| k4

A

=
S

ol

73‘-?- 2_2 : [3)3@54*0011 76]‘?‘

o] Agol Sy s

dy= ByD By

4,+0013 AHusE

wo} A 2,

(% 4) S 2-29 &Y
[Table 4) Proof of Case 2-2

}i‘ﬁ AH):O, Ah':
t={4\,4,,4y,4,,45,4:,d3, 411} .

b sl A g p

A 4y =0, ds=dy= ;P B, #0

A ¢ 4y, 4y, 4y, 4y, 45, 4:%#0, 4y, 4,0
oA 1 | sum over 4, | sum over 4 |sum over J,
<t 2 | sum over 4, | sum over Js <p
A 3 <p sum over 4; | sum over Ay
A 4 1 <p <p
A 5 i 1 sum over 4,

A 3. (8,=0,8+0,8=0)
A% 3-1: g=0¢ A%

A4 (B#0.8=0,8=0)
A% 4-1: 3=0 A%
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[Table 7} Proof of Case 4-1

HAA dy=4,=0, dy= 4= dyy= B1*0
At 4y, 4y, 45, 45, dg, dy

oA 1 sum over 4 | sum over 4. |sum over 4

A 2 <p sum over Js | sum over

A 3 <p 1 sum over

A 4 <p 1 1

A 5 <p 1 1

A4 421 /#0% AT
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(Table 8) Proof of Case 4-2

A 4y=0, 4= dy= B*0
(F 5) 29 3-19 =9 At 4y, ds, 4y, 44, ds, dg, 4y, dg
(Table 5) Proof of Case 3-1 A 1 | sum over 4, | sum over 4, |sum over 4
24 o=0, ds=ds= Ay = B0 A 2 | sum over 4, |sum over Js|sum over g
ARG 4 ( Ay A Ay, Ao, Ao Ay A 3 <p sum over Jg | sum over
s 1 sum over 4; | sum over 4. |sum over A A 4 <» ! <?
A 2 sum over 4, <p sum over s A 5 =? 1 L
w4 3 | sum over J; <p 1
g4 4 |sum over dy <p 1 AF 5. (B#0,8%#0,8,=0)
A 5 | <p 1 AF5-1: g=0 A%
AL [F-19o| &o
A¥ 320 [F0N A Efat?l]e CE;TPSroL;I ch> Céase 5-1
(% 6) 2% 3-29 3Y WA dy=dn = B*0
(Table 6} Proof of Case 3-2 2G4 ¢ Ay, Ay, Ay, Ay, s, Dy D7, eF0, Ay
A4 dy=B,#0, 4., = B#0 4 1 | sum over 4, |sum over 4, |sum over Jj
A ¢t Ay, 4, A5, 44, 45, g, D7, D, Dy A 2 sum over 4 | sum over Js |sum over Jg
A 1 sum over 4, |sum over 4, |sum over Ay A 3 sum over 4 <p <p
oA 2 sum over 4, {sum over 4;|sum over ds chA 4 |sum over 4y <p 1
A 3 | sum over 4; | sum over g <p A 5 | sum over dy <p 1
A 4 <p sum over 4y, <p
A 5 ! =7 ! A% 5-2 0 g+0% A
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(Table 10) Proof of Case 5-2 (Table 13) Proof of Case 7-2
AN dy=87+0 A4 4y=ByDB*0
AREE | Ay, Do, Ay, Ay, Dy, Dol L Ay s Dy AHFH S dy, 4y, 4y, 4y, 45, 4y, 47, Ay, Dy, Dy
WAl 1 | sum over 4, | sum over 4| sum over Ay chAl 1 sum over 4, | sum over 4, |sum over
kA 2 | sum over 4, | sum over s | sum over A A 2 sum over 4, {sum over Js | sum over 4
oA 3 | sum over J;|sum over Jy| sum over <A 3 sum over 4; | sum over dg <p
Wil 4 |sum over 4y <p <p w4 4 |sum over 4, {sum over 4 <p
5 <p <p 1 g 5 1 <p <p
A% 6. (840,68, =0,8,40) e el 4 Y U Y e wE (o]
o ehi= MG o]fsle] rhge 47HA9 A=
(E 11) 2% 6 5 chrelA Stk
(Table 11) Proof of Case 6
[] =2 ]
8-1: oJ& o] o,+09 H
3\’}71]’:} A= B0 73'1"‘ H }"T‘ ] 1 08 B+
At Ay, 4y, 4y, 4,, 45, s, 4; L g, Ay, 4y
] (F 14) 4% 8-12 &H
ot S ver A isu rer J.1 sum over 4.
A1 [sum over 4jsum over 4 sum over (Table 14) Proof of Case 8-1
b4 2 |sum over J;|sum over J;|sum over 4
A A
oAl 3 [sum over J;|sum over Ay|sum over !
A | 4#F0, 4o, ds, Dy, D5 s Dz, ds, Dy, Dy Ay
ok 4 <p <p sum over 4y
w1 <p sum over 4, | sum over 4,
w5 < p 1 < p
4l 2 | sum over 4y | sum over 4y | sum over Js
° ) v 3 sum over 4, | sum over - |sum over Jy
AL 7. (5 =0,8+0,8+0)
o e oA 4 sum over 4y | sum over 4y, {sum over 4
73‘1" 7-1: ﬂ;{@81:0°11 ’é'r -
5 <p <p <p
(B 12) 3% 712 &9
(Table 12]) Proof of Case 7-1 AL 8-2 1 98 2Bo)] ¢, =0,a, %02 AL
A4 dy=0, dy= dy= dn+0
28H 2 ¢ Ay do, Ay, 4., 470, dq. Dy Dy (£ 15) &% 8-29 &Y
(Table 158} Proof of Case 8-2
vl 1 |[sum over 4| sum over 4, | sum over 4
A 2 |sum over 4, <p <p A 41=0
th4 3 |sum over Jg| sum over 4 1 At | 4o#0, 4y, 4y, ds, di, D7, Ay, Ay, Ay, Ay
o 4 <5 sum over Ay 1 A 1 1 <p sum over 4,
w5 1 <5 sum over w4 2 | sum over 4, |sum over 4, |sum over s
A 3 | sum over 4;|sum over J; |sum over Ay
AE 7-2 0 BDBF0A A A 4 | sum over 4, | sum over 4,y |sum over 4,
w5 <p <p <p
A8 (£,#0,8,+0,8;+0)
o] %9 FL b e Fde oE W A$ 8-3 1 3 Aol a;=0,a: =0, 2; %02 ¥
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(Table 16) Proof of Case 8-3

#44) 4= 4=0

A t A0, dy, D5, dg, dr, Ay, dy, Dy, iy
dA 1 1 1 <p
oA 2 |sum over Jy|sum over 4, sum over Js
A 3 |sum over Jdg|sum over J;|sum over J
oA 4 |sum over Jg{sum over dy|sum over 4,
A 5 <p <p <p

73‘?‘ 8_4 ; o‘:}a:] i]’?‘i‘ol d]=0,42=0,03=0,

(# 17) 4% 8-42 &Y
(Table 17) Proof of Case 8-4

‘}7:“*—1 A]=Ag=43:0

d#F0, 45, dg, 47, ds, Ay, Ay, 4y
1 1 1

<p sum over 4| sum over s

A 3 |sum over Jg|sum over 4;|sum over A

o4 4 |[sum over 4y|sum over 4, |sum over 4

A 5 <p <p <p
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