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ABSTRACT

In RSA crytosystem fast computation of modular exponentiation is essential for the efficient encryption and decryption
since it requires the modular exponentiation of large integer prime numbers more than S12 bits. In this paper, we design a
high speed RSA crypto chip which computes fast modular exponentiation with the carry save addition and the interleaved
modular multiplication scheme which limits partial products by quotient estimation. It is modeled using VHDL by top-down
design process based on automatic synthesis methodology. Synthesis and verification is then performed by using SYNOPSYS tools.
It took 0.25M clock cycles to finish a 512-bit RSA encryption(decryption) and achieved a baud rate of 102.4Kbits/s at S0MHz.
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1 C=1

2 for /=n—1 downto 0

3 C=C- C (mod V)

4 if E;=1 then

5 C=C+M (modN)
6 endif

7 endfor

8 return C
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(Fig. 2) Binary algorithm
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1 8.,=0

2 for i=0 to n—1

3 S=S,_2'+A,_,_.B

4 u=2%" div N

5 a=((S div 2" ")) div 277
6 a={(S div 2" ")) div 27
7 if S;<0 then

8 S{: SVJFZMH)

9 endif

10 endfor

11 if S, >N then

12 S=S,-.1—N

13 else

14 S=3S,-1

15 endif
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(Fig. 3) Modular multiplication
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(Table 1) Some features of our RSA chip

Technology CMOS 0.45um
Package 80 CQFP
Gate counts 75370

(2 input NAND)

Chip size 7998.7um* 6995.7um
Baud rate (512-bit) 102.4Kbits/s, 50Mhz
/0 8-bit parallel
Control on-chip

Average number of 0 25M

clocks

(512-bit}

(B 2) RSA &g b
(Tabte 2} A comparison of RSA chips

. Gate Bits|  # of Techn | Clock Baud
Year s | P clocks logy | (Hz) rate
COURES T chip 512 bits| 7787 | M| (hits/s)
Orup” | 1994} 75K | 512 0.125M | Lm | 25M | 100K
0.5¢m
NTT™ | 1994 1 105K |10247 1M gate | 40M | 20K
array
Chen" 11995 | 77K | 512 1.056M | 0.8:am | 30M | 24.3K
Ours 12000 75K 1512 0.26M |0.45um| 50M { 102.4K
U |
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