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A Study on the Design Model of the Key Escrow System
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ABSTRACT

One of the most important thing in a cryptosystem is a key information. If the encryption key is lost or damaged, it may lost
all information. A technique known as key escrow, which recovers the encryption key(or message) from encrypted data, can
provide solutions for the situations. A key escrow system protects valuable encrypted information in emergency situations(e.g.
lost keys). Key escrow system must recover keys using stored escrow information when emergency situation is occurred.

Additionally, the escrow system should not threaten user’s privacy. The design of key escrow system is very difficult
because these requirements are collided with each other. In this paper, we propose a new key escrow model which can be used
for better analysis and designing of a system. The newly developed model can effectively describe relations and operations of
all participating objects of the key escrow system, so that it can be used for detecting possible system flaws and attacks.

keyword : kev escrow, key recovery
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