Design of Key Distribution Protocol with Mutual Authentication
for Mobile Communication Environments

Dong-wook Cho*, Yeon-yi Choi**, Hee-do Kim***, Dong-ho Won*

[o] o
T =

£ =idde ol5EAsY EAln 7|2 718u) TTEZ A B4 S e FAES TRET A,
FAF, FRFE vbreld ARy, o] dle R o) FE AR H AR 718 T2 e dAl deg A
2 AR =3, AR ST g o FEASAH H3d A5 AFslE 78 ZeREe A
sksta, A3 2R EZ L B

ABSTRACT

In this paper, We consider the properties of mobile communication environments and the security of key distribution
protocols. We analyze various attacks attempted in three stages, that is, pre-stage, run-stage and post-stage and find out
required properties of key distribution protocols for mobile communication environments. Based on those proposed properties.
We propose a new key distribution protocol and analyze it.
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| *Unknown Key Share Attack
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*Chosen Protocol Attack

«COP Attack '

i *Known Key Impersonation Attack &
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