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ABSTRACT

The rapid growth of Internet requires proper methods to protect the privacy and integrity of the traffic. In order to solve
these problems, the firewall systems can be installed between the internal network and external network. The firewall systems
has the least privilege, so it does not provide transparency to the user. This problem of transparency can be solved by using
the proxy. In this thesis, I have designed the FTP-PSM (FTP Proxy Security Model) which provides transparency for the
firewall systems and has a strong security function. In this thesis, I have designed the FTP-PSM which provides transparency
for the firewall systems, and we used SAINT(Security Administrator’s Integrated Network Tool) to check if there is a
vulnerability in the proposed FTP proxy and executed an efficiency evaluation for its secured. Our proposed FTP-PSM
fundamentally blocks out hacking by providing a one-time password function for enhanced authentication. It also solves
security problems by providing mandatory access control(MAC) and discretionary access control(DAC) functions in order to
decide whether or not it will provide service to the user. Furthermore, it solves FTP security problems by providing functions
of authenticating FTP commands permission by the user group.
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Data collection in progress...

Data collection in progress... 16:46:41 bingtimeout 10 bin/fping pandassu.ac.kr
16:46:41 binimeout 8 binfudpscan.saint 53,177 panda.ssu.ac.kr
16:44:09 binAtimeout 10 biryfping pandassu.ac.kr 16:46:43 bintimeout 8 bin/dns.saint panda.ssu.ac.kr
16:44:09 binAtimeout 8 bin/dns saint panda ssu.ac.kr 16:46:43 binftimeout 8 bin/rpe.saint panda.ssu.ac.kr
16:44:10 binfimeout 8 binjrpe.saint pandassuac.kr %gﬁgrﬁ g%%irm& g gém»sﬂm g;ﬂsdassuacg-r
4410 bindi infsho sai . :46:44 bintimeout 8 binsshsara panda ssu.ac.
123}? g%&?ﬁ;;wemwmom saift pandassuac. ke 16132 :44 binftimeout 8 bin/finger.saint pandassu.ac.kr

bm/txmeout 8 binficpscan.saint 70,80.ftp.telnet smtp,rmtp,uucp 5000 panda ssu.ac. kr
kr

Data collection completed (1 host(s) visited).

1646 54 binimeout 8 binjrusers.saint pandassu.ac.kr

Beck to the SAINT start page | Continue with report and analysis | View primary target results 16:46:55 SAINT run completed
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Data collection in progress...

16:37:19 bintimeout 10 bin/tping cmsc

16:37:19 bintimeout 8 bin/dns.saint cmse

16:37:20 binftimeout 8 binfrpc.saint cmse

16:37:20 binstimeout 8 bin/inn saint cmse

16:37:20 bintimeout 8 bin/ssh.sara cmsc

16:37:21 bintimeout 8§ biryfinger.saint cmsc

16:37:22 binftimeout 8 binftepscan.saint 70.80.ftp.telnet smtp.nntp,uucp 6000 cmse
16:37:30 binftimeout 8 bin/imap.sara cmsc

16:37:30 binftimeout & bin/udpscan.saint 53,177 cmsc
16:37:37 bintimeout 8 bin/inn.saint nntp cmse
16:37:38 SAINT run completed

Data collection completed (1 host(s) visited). |
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Data coliection in progress...

16:47:29 binAimeout 10 bin/fping panda.ssu.ac. ke

16:47:29 bin/timeout 8 bin/finger saint panda.ssu.ac.kr

16:47:37 binftimeout 8 bin/dns.saint panda.ssu.ac.kr

16:47:37 binftimeout 8 bin/rpe.saint panda.ssu.ec.kr

16:47:37 binjtimeout 45 binfudpscan.saint 1-1760,1763-2050.21337.32767-33500 parda.ssu.ec. kr
16:48:23 binjtimeout 45 bin/tepscan.saint 1-1525,1527-9999,12345 panda.ssu.ac.kr
16:49:02 binftimeout § bin/sendmail.saint smtp pandassu.ac.kr

16:49:06 binftimeout 8 bin/rstatd.saint panda.ssu.ac. ke

16:49:08 binfimeout 8 bin/rsh saint -u root panda.ssu.ac.kr

16:49:09 binAimeout 8 binfshosmount.saint pandassu.ac. ke

16:49:09 bintimeout 8 bin/rusers.saint panda ssu.ac.kr

16:49:09 binAtimeout 8 bin/rexec.saint pande.ssu.ac.kr

16:49:11 binftimeout 8 bin/ftp.saint panda.ssu.ac.kr

16:49:12 bintimeout 8 bin/rioginsaint panda ssu.ac.kr

16:49:20 binftimeout 8 bin/rsh saint pandassu.ac.kr

16:49:21 bintimeout 60 bin/nfs-chk saint -t 5 panda.ssu.ac.kr

16:49:27 binftimeout 8 binsstatd.saint panda.ssu.ac.kr

16:49:27 SAINT run completed

Data collection completed (1 host(s) vistted).
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Data collection in progress...

16:31:29 bintimeout 10 bin/fping cmse
16:31:30 binlimeout 8 bin/dns saint cmse

1621:30 bintimeout 8 binrpe.saint cmse

16.31:31 bin/timeout 45 binfudpscan saint 1-1760,1763-2050,31337,32767-33500 cmsc
16.32:16 binftimeout 45 binAcpscan saint 1-1525.1527-9999,12345 cmse
16:32:35 binfimeout 8 bin/finger.saint cmsc

16:32:26 binftimeout 8 bin/innsaint nntp cmsc

16:32:36 bintimeowt 8 bin/xhost sant —d cmse;0 cmsc

16:32:44 binftimeout 8 bin/statd.saint Cmsc

16.32:44 binfimeout 8 bin/http.saint http cmse

16:32:52 bintimeout 8 bin/sendmail saint smtp cmsc

16:33:01 bintimeout 8 bin/ftp.saint cmse

16:33:03 bintimeout 8 bin/riogin.saint cmsc

16:33:11 SAINT run completed

Data collection completed (1 host(s) visited).

Back by the SAINT start page | Continue with report and analysis | View primary target results
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