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ABSTRACT

In commercial environments, an important security requirement is to ensure integrity of data. The purpose of separation
of duty rules is to prevent fraud and error by dividing all operations which require integrity necessarily into several
subparts or roles and requiring that each subpart be executed by a different person. Role-based access controlRBAC) is an
alternative to traditional discretionary(DAC) and mandatory access control(MAC) policies, and is attracting increasing
attention, particularly for commercial applications.

This policy simplifies management of authorization while providing an opportunity in specifying and enforcing separation of duty.

In this paper, we present a new method that is called ’Class-based Dynamic Separation of Duty’ enhancing legacy safety
condition for separation of duty in RBAC. Then we apply this method to nested transactions contained mutually exclusive
subtransactions and design lattice based dynamic separation of duty model ensuring information secrecy among tasks in order
to prevent Trojan Horse infected subjects from information leakage in concurrent environments. This model is better than
other legacy integrity models such as Clark-Wilson or Sandhu model. It is simple to implement and has low ovetheads, both
in the amount of secure information that must be maintained dynamically and in the efficiency of performing access control
mediation. In addition, it could ensure information secrecy among tasks by designing lattice structure.

Keyword: Database security, Role-based access control, Separation of duty
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