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ABSTRACT

In these days, it is rapidly increasing that multi-user, multi-layered commercial software developments for companies or
public institutions. Security scrvices are necessary for most of systems and the access control service is the essential of
security services. Current access control methods that are used as access control policies are classified as Discretionary Access
Control, Mandatory Access Control, and Role Based Access Control. However, there are some inefficiencies when those
methods are applied to current multi-user, multi-layered systems. Therefore, it is required that a new access control method
that takes complex system resources into account from the side of policy. In this paper, extending previous Role Based
Access Control, we propose a new acoess control method that reflects layered system organization by defining a new entity
of ‘Behavior’ and a basic model of the method. And, we simply implement the method on the mobile agent based workflow
management system that is a representative example of multi-user, multi-layered softwares and shows implementation results to
tap possibilities of real-world application.
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RBBAC info - This Server, 203.237.51.74 : WorkflowExecutionRequester
reading an AgentFile

sinfo.getServerRole() WorkflowExecutionRequester

[TEST) Searching Privilege is : AgentFileRead

sunihill.kjist.ac.kr : Server Start...

D a—— Access Control Information -——————--—-
@ACMode : 3

@Agent Info. - {ID] : sunihill kjist.ac kri2048test [Role] : AgentExecutor
|Owner] : ownerOl [OwnerRole] : Requester

@AgentServer Info. — [Name] : sunihill kjistac.kr [1P] : 203.237.51.74

[TEST] Searching Privilege is : Agentlnitiate
sunihill kjist.ac.kr2048test : waiting message

My name is TravelingAgent

Unbind sunihill kjist.ac.kr2048test

sunihill kjist.ac.kr2048test : listenThread is stopped

B — Access Control Information -———---------—
@ACMode : 5

@Agent Info. - [ID] : sunihill kjist.ac.ki2048test [Role] : AgentExecutor
[Owner] : owner01 [OwnerRole] : Requester

@AgentServer Info. — [Name] : sunihill kjist.ac.kr [IP] : 203.237.51.74

[TEST] Searching Privilege is : AgentStop

a—eee——"Access Control Information ---—-----——-nn
@ACMode : 20

@Agent Info. -- [ID] : sunihill kjist.ac kr2048test [Role] : AgentExecutor
[Ownet] : owner®! [OwnerRole] : Requester

@AgentServer Info. ~ [Name] : sunihill kjistac.kr [IP] : 203.237.51.74

[TEST] Searching Privilege is : AgentExport

———— - Access Control Information -—-—-—--—-—n
@ACMode : 21

@Agent Info. — [ID] : sunihill kjist.ac.kr2048test {Role] : AgentExecutor
[Owner] : ownerQl [OwnerRole] : Requester

@AgentServer Info. — [Name] : sunihill kjistac.kr [IP] : 203.237.51.74

[TEST] Searching Privilege is : Agentlmpost

sunihill kjist.ac kr2048 : registerAgent is called

e Access Control Information -——-----———
@ACMode : 3

@Agent Info. - [ID] : sunihill. kjist.ac.kr2048test [Role] : AgemExecutor
{Owner] : ownerOl {OwnerRole] : Requester

@AgentServer Info. — {Name] : sunihill Kjist.ac.kr [IP] : 203.237.51.74

|TEST] Searching Privilege is : Agentnitiate

sunihill kjist.ac kr2048test : waiting message

TravelingAgent : Here is my home. Bye

- ——n—— Access Control Information -——---—————
@ACMode : 9

@Agent Info. — [ID] : sunihill kjist.ac ki2048test [Role] : AgentExecutor
[Owner] : ownerQ0l [OwnerRole] : Requester

@AgentServer Info. — [Name] : sunihill kjistac.kr [P} : 203.237.51.74

[TEST] Searching Privilege is : AgentDestroy

Unbind sunihill kjist.ac.kr2048test

sunihill kjist.ac kr2048test : listenThread is stopped

kill sunihill kjist.ac.kr2048test

———————— — Access Control Information —--~-——------——
@ACMode : 5

@Agent Info. ~- [ID] : sunihill kjist.ac kr2048test [Role] : AgentExecutor
{Owner] : owner01 {OwnerRole] : Requester

@AgentServer Info. ~ {Name) : sunihill kjistac.kr [IP] : 203.237.51.74

[TEST] Searching Privilege is : AgentStop

(23 9) do|ME AMef SUNIHILLOIMS] =8 Z3}

HAZEAZE ANS T oS AL Sl A5 EF
o] 9aled participant A1¥7} AgentFileRead
o] AL wjAS § glon], g do]HE 4
8 =% oE& Agat U3l participant A8
AS3914 AgentFileRead?] A3HE o]&3td A
A9l o]F do)HEZ A, B4 Ay F A
#& A2A4E 4325 28 5 U 2t 9%
9] 7k ALEAZ} AL g, ol ATES
o]% olo|HE X Adle] 3 AFTR|AE AR Bt
#a)ztdl] 98] NewAgent-FileReadAndCreatet
AgentInstanceCreate2= Behavior®Z ¥
Azso], £%9 4FL wAEA =, YaER
o Axd AZe Hol A}l Ao FHa A
Age A2 Fobg AFsiA o

22 9, 2% 102 TravelingAgent TE11
AL 3Pt HTEA AR Y Aol
TravelingAgent= ©]% oo]HE A8 SUNI
-HILLelA AA% ¥ "My name is Traveling
Agent’2Rs ARS8z, ol ol elolHE
8] NADIAE uHEabe] T just arrived at this
machine, my name is Traveling Agent'&
43 F oA d9] & A9l SUNIHILLZ
Eo}9} “Here is my home, Byeghe HAAE
Z251= o] doJHE =2 73o)ch 18] 9= Work-
flowExecutionRequester 2= Roled $13ub2
o] E AM¥ SUNIHILLe| TravelingAgent®

nadia kjist.ac.kr : Server Sian...

——————— — Access Control Information -—————----—
@ACMode : 21

@Agent Info. - [ID] : sunihill kjist.ac.kr2048test [Role] : AgentExecutor
{Owner] : ownei0l [OwnerRole] : Requester

@AgentServer Info. - [Name] : nadia kjistac.kr [IP] : 203 237.51.29

[TEST] Searching Privilcge is : Agentlmport
nadia kjist.ac.kr2048 : registerAgent is called
——————————— Access Controt Information ---————————

@ACMode : 3
@Agent Info. - [ID] : sunihill kjist.ac kr2048test [Role] : AgentExecutor
[Owner} 101 [OwnerRole] : R

@AgentServer Info. — [Name] : nadia kjistacks [IP} : 203.237.51.29

{TEST) Searching Privilege is : Agentlnitiate
sunihill kjist.ac.kr2048test : waiting message

Traveling : 1 just arrived at this machine, my name is TravelingAgent
Unbind sunihill.kjist.ac. kr2048test

sunihill kjist.ac. kr2048test : listenThread is stopped

------------ — Access Control Information --—-—------—v
@ACMode : 5

@Agent Info. - [ID] : sunihill kjist.ac.kr2048test [Role] : AgentExecutor
[Owner] : ownerOl {OwnerRole] : Requester

@AgentServer Info. — {Name] : nadia kjist.ac.kr [IP} : 203.237.51.29

{TEST] Searching Privilege is : AgentStop

————— — Access Control Information -——-—-—n
@ACMode : 20

@Agent Info. — (ID] : sunihill kjist.ac kr2048test [Role] : AgentExecutor
[Owner] : owner01 [OwnerRole] : Requester

@AgentServer Info. — [Name] : nadiakjistac.kr [IP} : 203.237.51.29

{TEST] Searching Privilege is : AgentExport

(23 10) ooIME Mt NADIAoIA 9] =3 23}
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RBBAC info - This Server, 203.237.51.74 : WorkflowTaskPerformer
reading an Agent File sinfo.geiServerRole() WorkflowTaskPerformer
[TEST] Searching Privilege is : AgemFileRead

[RBBAC Exception] Cannot Read An Agent File!!

m_agent.ac. RBBACException: Role-Behavior Access Control Exception

(28 11) dlo|HE M SUNIHILLOMS =% ZHo}

AAdstar, A o] F AAolHEs WorkflowTask
-Performer? 9&& it dojdE Ay
NADIAE #W#3 o}2-. Home Agent Serverdl
SUNIHILLZ Solf+ A& Rl Z3of4
RB5% d39) checkFunction®e] &ut2 A 4
e IR F o7 o Akal glo] 9= L8
o4 4 sl

a3 11& WorkflowTaskPerfomer 4&< 4
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Hd & YolEolA R3hs 395 nald Ht3
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AgentFileRead® X3z A9 E LF31# 23
5% slgde v checkFunction® &8k Agho)
oPd-& #ql3k F Exception® WAA7|2 Z24
25 E53}
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