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Analysis of the IPsec Internet Key Exchange (IKE) Protocol
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ABSTRACT

IPsec is a protocol suite to protect the data communication between computers on internet and many VPNs(Virtual Private
Networks) use IPsec protocol. IKE protocol is used to exchange keys in IPsec. Formal analysis method is used increasingly
in computer science to increase the reliability of a system. In this paper, the IKE protocol is analyzed formally. This paper
shows that JKE with Authentication with Signature and Authentication with Pre-Shared Key is safe, but Authentication with
Public Key Encryption and A Revised Method of Authentication with Public Key Encryption are safe only with the
assumption that a participant has the correct public key of the correspondent. To make sure that a participant has the correct
public key of the correspondent, the usage of certificate is recommended.

keyword : IPsec, IKE protocol, BAN logic, formal analysis
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sees(P, (X, Y)) — sees(P. X) (6) sees(P, CERT(Q))
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sees{P, (X)v) — sees(P, X) (7)

believes(P. shared_key(P. Q. K)), sees(P. {X}x)
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- gees(P, X) (9)
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believes(P. shared_key(P, Q. K}}. sees(MAC(X)x).
sees(P. X) — believes(P. believed(Q. X)) (15)

believes(P, shared_key(P, Q. K)), sees(MAC(X.Y)x)
sees(P. X). sees(P. Y)
— helieves(P. believed(Q. (X, Y¥))  (16)
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- believes(P. believed(Q. X)) (17)
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believes(P, believed(Q, HASH(X.Y))), sees( X),
sees(P, Y) — believes(P. believed(Q, (X, Y))) (18)
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Xoell izt A7k e AHE 5 Ao, A
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sees(P, shared_key(P, Q. K)),
believes(P, believed(Q. MAC(X)x)}, sees(P, X)
— believes(P, believed(Q, X)) (19)

sees(P, shared key(P, Q. K)).
believes(P, believed(Q. MAC(X)x)). sees(P, X}
— believes(P, shared_key(P, Q. K)) (20)

sees(P, shared_key(P, Q. K)),
believes(P, believed(Q, MAC(X.Y)&)),
sees(P, X), sees(P, Y)
— believes(P, believed(Q, (X, Y))) (21)

sees(P. shared key(P, Q. K)),
believes(P, believed(Q. MAC(X.Y)k)),
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believes(P, fresh(X)), believes(P. believed(Q. X))

— believes(P, believes(Q. X)) (23)
said(X) — believed(X) (24)
= A"t
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3. I - R: public_key(l, K. N

4. R — I' public_key(R, Kr). Nr
5.1 - R: {IDy, (CERT,] SIG_ I}k
6. R — I: {IDr. [CERT.) SIG_R}«x

W Ax] 33} 44 K9t Kre Diffie-Hellman
Flmg WAl Pe] 2o Hueltt ol FA7] WA
o FAF g BE Ao IR FHT
w3 ol AR] 59} wlA#] 69 k&3t AR 7] K
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RE Kr Kr'eh Kig ol83le] A4¥ 4 qloh
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3l]) K& AAFL Diffie-Hellman 7)33k WHalel
o%t I AHLR ARt ool KE HAE
7 $98S 4 £ slok WAA 59 69 SIG_I%
SIG R Zzt #pAle] Av4- wldy)2 HASH 19}
HASH_R& #xb A43 A2 1 A4 gy
o35 71 CERTel 9 g9l 7bs3ie)
HASH_I®} HASH RS 77t wehd B E &4l
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believes(I. shared_key(I, R, K)).
believes(R. shared_key(I, R, K)),
believes(I, believes(R, shared key(I, R, K))),
believes(R, believes(I, shared key(I, R, K)))
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AR el Agolojof et

believes(I. public_key(I, K1),

believes(R. public_key(R. Kg)).

believes(I, fresh(public key(I. Ki))),
believes(R, fresh(public_key(R, Kp))),
believes(I. controls(R. public_key(R. Kr)}).
believes(R. controls(l, public_key(1, Ki))

A9l 7ol &vEle vl o Zo) 19 R
25 21} Z7)1(Diffie-Hellman] 37 1)l
sl A=l =g 19F R 2% i) 308 R
A A4del AA=ENS-E AlFge =3 [+ Rel
Re| FHAHRE LS AFsld R =8 7} ]
zZale] 3N AEE YRS Al g

olalgt sl S Mbe g tjSm o] BAME £
=3

A 2] 34 Receiver(R)+ Initiator(I)9)
Z/K71 (Diffie-Hellmand] 57/ AR)E FEZ}

sees(R, (public_key(I, Ki), Ni))

o] 2RE] $el&= sees(R, public_key(l. K))&

< 4 glen, g5% K 2419 Ke, Kr'$
A3l shared_key(I, R, K)al K& A" 4
adet.

sees(R. shared_key(I. R, K))

7)ol shared_key(I, R, K)& Initiatorsh
Responder®] FfAMeln AA FF71e o FF
ARolA A $elE ofrldA o]F THIR
w3} g}

ZAg g o2 dlAjA] 4o4] Initiators FU3
shared_key(I, R, K)& A4A& < 9}

sees(l. shared key(I. R, K))

AZ] 335} HA]A] 4 58 & sees(R. shared _key
(I, R. K9} sees(I, shared key(I, R, K))+
9L 4 glev} believes(R, shared key(I, R,
K believes(I. shared_key(I, R, K)+ ¢
A &g}, v o] AlAe] $-8]= believes(R.
shared_key(I. R, K))9} believes(I. shared_key
(I. R, K)E 713l o - B3k 3 o] 7}

A& At AFE fEl A8 = gl
AA 717 FhEde A gddiA Rslsiernz®
Qo] AHEE £ vk zEhd B gasts)
B5312 98lo] Algata el o] Fo] AA T4
7194 9 5= glth)

WA %] 52EE o}go] F9E 5 k.

sees(R. {(IDi, CERT(I), SIG_I)}x).
believes(R. shared_key(I, R. K))
— sees(R, (ID;, CERT(I), SIG_D))
sees(R, (ID1. CERT(D), SIG_I)) — sees(R, ID1)

sees(R, (IDi, CERT(I), SIG_I)) — sees(R., CERT(I))

sees(R, (ID;. CERT(I). SIG_I)) — sees(R, SIG_I)

A7)l 4
& % gt

FAlo) 9 E3lo) g3l o @

sees(R, CERT(I)) — believes(R, public_key(I, Kis))

7)ol 4 Kist I(Initiator)d] =& 9g 3
7h7)e]ct,

SIG_I+ Kis§ H7IZsd e ofgs+=
Kis'& o143 HASH_ I g Az} Ageloz
HA (13)e olste] ofgo] Ajiacl

believes(R, public_key(l. Kis)), sees(R, SIG_I)
- believes(R, believed(I, HASH_I))

N

Adbe) FAFIE Alglsis 9\1"‘11 o 3
of H-g-E ud|el osle] A=At M s
Az AR g Aiwbel Alxd Z—‘! 1 2l&s
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