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ABSTRACT

In this paper, a synchronized stream encryption system for secure link layer communication in a radio channel is designed.
Interleaving scheme which is used to enhance the transmission performance over a fading channel is applied to the encrypted
information. A designed synchronous stream cipher system consists of a keystream generator, a synchronization pattern generator
and a session key generator. The structure of a synchronous stream cipher system with periodic synchronization is composed
of the encrypred information which consists of a synchronization pattern, an error correcting coded session key, an encrypted
data in a period of synchronization. In this paper, interleaving scheme using dynamic allocation algorithm(DAA) is applied the
encrypted information. The BER of the DAA has been slightly higher than that of the SAA(static allocation algorithm).
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