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ABSTRACT

This paper implemented into hardware SEED which is the KOREA standard 128-bit block cipher. First, at the respect of
hardware implementation, we compared and analyzed SEED with AES finalist algorithms - MARS, RC6, RIINDAEL, SERPENT,
TWOFISH, which are secret key block encryption algorithms. The encryption of SEED is faster than MARS, RC6, TWOFISH,
but is as five times slow as RIINDAEL which is the fastest.

We propose a SEED hardware architecture which improves the encryption speed. We devided one round into three parts,
J1 function block, J2 function block, J3 function block including key mixing block, because SEED repeatedly executes the
same operation 16 times, then we pipelined one round into three parts, J1 function block, J2 function block, J3 function
block including key mixing block, because SEED repeatedly executes the same operation 16 times, then we pipelined it to
make it more faster. G-function is implemented more easily by xoring four extended 4 byte SS-boxes. We tested it using
ALTERA FPGA with Verilog HDL. If the design is synthesized with 0.5 um Samsung standard cell library, encryption of
ECB and decryption of ECB, CBC, CFB, which can be pipelined would take 50 clock cycles to encrypt 384-bit plaintext,
and hence we have 745.6 Mbps assuming 97.1 MHz clock frequency. Encryption of CBC, OFB, CFB and decryption of
OFB, which cannot be pipelined have 258.9 Mbps under same condition.

keyword : cryptography, secret-key block cipher, pipelined, SEED, AES
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