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ABSTRACT

This paper presents the network security modeling methodology and simulation using the hierarchical and modular
modeling and simulation framework. Recently, Howard and Amoroso developed the cause-effect model of the cyber attack,
defense, and consequences. Cohen has been proposed the simplified network security simulation methodology using the
cause-effect model, however, it is not clear that it can support more complex network security model and also the model-
based cyber attack simulation. To deal with this problem, we have adopted the hierarchical and modular modeling and simulation
environment so called the System Entity Structure/Model Base(SES/MB) framework which integrates the dynamic-based
formalism of simulation with the symbolic formalism of Al Several simulation tests performed on sample network system
verify the soundness of our method.
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(% 4) Agelold oy

Time Node What Remarks
. Attacker S) 203.253.146.169 .
00 1(192.168.1.20) SYN flooding 203.253.146.149  |SYN flooding attack
. Max . .
0:2 (203.253.146.149) SYN flooding 203.253.146.149 System down
0:9 Attacker S) 203.253.146.149 Showmount ¢ and
“7(192.168.1.20) showmount -e 203.253.146.169  |°oVmount comman
0: 11 Kant showmount -e 203.253.146.169 Command processed and
) (203.253.146.169) Processing OK!!! reply to 203.253.146.149
016 Attacker 38) 203.253.146.149 Mount command
’ (192.168.1.20) mount 203.253.146.169:/usr/foo
. Command processed and
018 é%%t253 146.169) ?:&22323%5}2"}?6'169'/%1/&)0 reply to 203.253.146.149
e ’ sing - Increased Mount Vulnerability
. Attacker S) 203.253.146.149 .
0+23 (192 168.1.20) ed /foo Cd command
0 925 Kant cd /foo Change directory to /foo and
' (203.253.146.169) Processing OK!!! reply to 203.253.146.149
. Attacker S) 203.253.146.149 .
030 1192 168.1.20) Is -alg Ls command
- —
0 32 Kant Is -alg List up ==) -alg
’ (203.253.146.169) Processing OK!!! Reply to 203.253.146.149
Attacker S) 203.253.146.149
037 (192.168.1.20) echo prayecc:1230:10001:1::: >>  {Echo command
passwd
0 39 Kant z;l’;(;vfgayccchBOZ10001111II % Increased user number
(203.253.146.169) Processing OK!!! Reply to 203.253.146.149
. Attacker S) 203.253.146.149
044 1192 168.1.20) Is -alg Ls command
0 : 46 Kant s ~alg List up ==) -alg
' (203.253.146.169) Processing OK!!! Reply to 203.253.146.149
051 Attacker S) 203.253.146.149 g and
' (192.168.1.20) su praycce PU comman
. Kant . Changed user 1) to prayccc and
: i [Bh
053 (903253 146.169) | SV PraveccProcessing OKI!! reply to 203.253.146.149
. Attacker S) 203.253.146.149
058 1192.168.1.20) echo 192.168 1.20 ») .rhosts ficho command
1: 00 Kant echo 192.168.1.20>) .rhosts Increased rhost number
’ (203.253.146.169) Processing OK!!! Reply to 203.253.146.149
. Attacker S) 192.168.1.20 .
15 1(192.168.1.20) rlogin 203.253.146.169 Rhost command
17 Kant rlogin 203.253.146.169 Command processed and
' (203.253.146.169) Processing OK!!! reply to 192.168.1.20
. Attacker S) 192.168.1.20 .
L1200 192.168.1.20) Bye Finished
114 |Rant Attack Succeeded!!! Autack succeeded and

(203.253.146.169)

reply to 192.168.1.20
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