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ABSTRACT

There are relatively many research results of the validation of the cryptography. But few researches on the validation of
cryptography implementations were accomplished. However, developer’s misunderstanding the crypt-algorithm or a mistake in
implementation of the crypto-algorithm leads to lose reliability of security products. Therefore, as validation of the
crypto-algorithm itself also validation of the implementation is important.

The major objective of this paper is to propose Security Products Validation Tool. Our tool validates implementation of
the public key algorithm (RSA, KCDSA) and hash algorithm (SHA-1, HAS-160). The validation process is composed of
several items and our tool performs validation tests for conformance to related standard.

keyword : Validation of cryptogaphy implementations, Conformance test to cryptography standards
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