EEBRREPR TR
w11 % % 2 %, 2001. 4

3GPP MAC ¥¢38Z okdy B4

et Hes EF

M o 2 o

An analysis on the security of the 3GPP MAC algorithm
Dowon Hong®*, Sang Uk Shin*, Ju-Sung Kang*, Okyeon Yi*
2 o

H]E7]2(W-CDMA) 341t o] 58419l 3GPPoAM= HA 1o wAA] FAAE BAsl7) 8t 42 43
KASUMIe| 7|4kgF CBC-MACS] W¥ %l el & A|ehsti ik £ w=#o4iz 2 *$3E¥" Knudsen-Mitchell 9] *ﬁw
4+ AlE BAslel A 3 S G EE A/Ea, o) dme|Ee] AT 2 2 3 BARE A =
gk, 3GPP-MACel di& qtdA& 7]& CBC-MAC HHAl3} vlaste] B-43kc].

ABSTRACT

3GPP proposed a variant CBC-MAC based on the block cipher KASUMI to provide the data integrity over a radio access
link. We have studied deeply the Knudsen and Mitchell’s attack. In this paper we proposed a definite performing algorithm
of the Knudsen and Mitchell's attack and compute the success probability and complexity of that algorithm. Moreover We
also analyze a security of 3GPP-MAC comparing with the original CBC-MAC.
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