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Protecting Mobile Agent with VPN
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ABSTRACT

In the course of Internet proliferation, many network-related technologies are examined for possible growth and evolution.
The use of Internet-based technologies in private networks has further fuelled the demand for network-based applications. The
most promising among the new paradigms is the use of mobile agents. The mobile agent is capable of migrating
autonomously from node to node in the network, to perform some computations on behalf of the user. The mobile agent
paradigm is attractive alternative to traditional client-server programming for a significant class of network-centric applications.
It does however, suffer. from a major drawback, namely, the potential for malicious attacks, abuse of resources, pilfering of
information, and other security issues. These issues are significantly hampering the acceptance of the mobile-agent paradigm.
This paper describes the design of a secure mobile agent gateway that can split and merge the agent code with security
policy database on the VPN. This mechanism will promote security in the mobile agent systems.
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Parameters lnputs

d: Customer’s secret key
n, e Customer’s public key
req (. Ihe Customer's requi teonsiraints)

hid 5 The Server's bid

3 . Migration 4
1 CUSTOMER Agent Agent . SERVER
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SplitAgent()
{
Recieve_Agent_Data(pData): // VPNel|A]
o]l // AHelste] oo|HE Z=E A
pList = Get_Itinerary_List(pData):
Get_SPD _Data(pSpdData): // SPD dlele] A
for {int I = 0: I < pList-)>nCount; I++) {
if (IsValidSplit_Agent(pList(i). pSpdData))
pNewAgent{) = Split_Agent(pList{i]):
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}
Send_Agent(pNewAgent): // ollo]HdE a4
&A%
j
MergeAgent(}
{

Recieve Agent_Data(pData): // P25 A4
if (IsMerge_Agent(pData. pSpdData))
AddingAgent(pOrgAgent, pData):

if (pOrgData—>IsEnd)
Send_Agent_To_Entity(pOrgData):
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Phasze 1 (Main Mode)

Host - A( Initlator) Heat - B ( Respender)

Coskic Exchange —I
Cookie-A <- random number

Security Associstion  Payload
Proposal Payload <- PROTO_ISAKMP
Transform Payload <- KEY_OAKLEY
proposed protection suites for ISAKMP

Ceoskie Exchange
Cookie-B <- random number
Security Associstion  Payload
Proposal Paylond <- PROTO_ISAKMP

Tranaform Payload <- KEY_OAKLEY
Key Exchaxge

selected protection suites for ISAKMP

Diffie-Heltman public valus <- g™

Nonce-i <- random number

Key Exchange
Diffie- Hellman public value <- gy

Nonce-r <- random number

Tdentity Information(encryp tod)

IDA <- Identity
{ Contificale-A ]
s S HMAC Identity Information(oncrypied)
ature <. lmﬂ -
o IDB <. ldentity
MDS(SKEYID, gx gy, Cookich,
[ Certaficate-B ]
CookieB, SAp, [DA)
Signature < Sign(HMAC-

MD5(SKEYID, gy, gx CookieB,
Cookied, SAp, IDB)) |
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