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ABSTRACT

Since the LILI-128 cipher is a clock-controlled keystream generator, the speed of the keystream data is degraded in a
clock-synchronized hardware logic design. Basically, the clock-controlled LFSRy in the LILI-128 cipher requires a system
clock that is 1~4 times higher. Therefore, if the same clock is selected, the system throughput of the data rate will be
lowered. Accordingly, this paper proposes a 4-bit parallel LFSRy, where each register bit includes four variable data routines
for feedback or shifting within the LFSR4. Furthermore, the timing of the proposed design is simulated using a Max+plus II
from the ALTERA Co., the logic circuit is implemented for an FPGA device (EPF10K20RC240-3), and the throughput
stability is analyzed up to a rate of 50 Mbps with a 50MHz system clock. (That is higher than the T3 rate at 45 Mbps,
plus the maximum delay routine in the proposed design was below 20ns.) Finally, we translate/simulate our FPGA/VHDL
design to the Lucent ASIC device (LVI60C, 0.13 ym CMOS & 1.5v technology), and it could achieve a throughput of about
500 Mbps with a 0.13 um semiconductor for the maximum path delay below 1.8ns.
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## Filename = lili-128.vhd

library IEEE:

use IEEE.std_logic_1164.all:

use IEEE. std_logic_unsigned.all:
use IEEE.std_logic_arith.all:

entity LILI is

port (
CLK tin std_logic:
KEY_LDEN tin  std_logic:
KEY_DATA tin  std_logic:
FEEDBACK! : buffer std_logic:
FEEDBACK2 : buffer std_logic:
FEEDBACK3 : buffer std_logic:
FEEDBACK4 : buffer std_logic:
D88IN ©out std_logic:
KEYSTREAM : buffer std_logic
):

end LILIL:

architecture ARCH_LILI of LILI is

component LFSRC39

port (
CLK ©in std_logic:
KEY_DATA : in std_logic:
KEY_LDEN : in std_logic:
C12 : out std_logic:
C2 : out std_logic
).

end component:

component LFSRD89

port (
CLK tin std_logic:
SEL “in unsigned(1l downto 0):
KEY_LDEN ! in std_logic:
KEY_DATA ! in std_logic:

KEYSTREAM : out std_logic:
D88IN : out std_logic:
FEEDBACKI1 : buffer std_logic:
FEEDBACK?2 : buffer std_logic:
FEEDBACKS3 : buffer std_logic:
FEEDBACK4 : buffer std_logic
)

end component:

component FADD

port (
AIN tin  std_logic:
BIN ©in std_logic:
CIN ©in  std_logic:
SUM ! out std_logic:
COUT : out std_logic

)

end component:

signal C12 : std_logic := "0":
signal C20 : std_logic := "0":
signal SEL: unsigned(1 downto 0) := (others => '0):

begin

U_LFSRC : LFSRC39

PORT MAP (
CLK =) CLK,
KEY_DATA =) KEY_DATA,
KEY_LDEN =) KEY_LDEN,
C12 =) C12,
C20 =) C20
):

U_LFSRD : LFSRD8&9

port map(
CLK =) CLK.
SEL =) SEL,

KEY_LLDEN =) KEY LDEN,
KEY _DATA =) KEY_DATA,
FEEDBACK1 =) FEEDBACKI,
FEEDBACK2 =) FEEDBACKZ,
FEEDBACK3 =) FEEDBACKS,
FEEDBACK4 =) FEEDBACK4.
D88IN =) DB8BIN,
KEYSTREAM =) KEYSTREAM
I

U_FADD : FADD

PORT MAP (
AIN =) Cl2,
BIN =) C12,
CIN =) C20,

SUM =) SEL(0),
COUT =) SEL(1)
)

end ARCH_LILI:

(38 3) LILI-128 2E3 &% 78 (FPGA/VHDL)
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## Filename = lili-¢39.vhd

library IEEE:

use IEEE . std_logic_1164.all:

use [EEE.std_logic_unsigned.all:
use |EEE std_logic_arith.all:

entity LFSRC39 is

port (
CLK *in std_logic:
KEY_DATA : in std_logic:
KEY_LDEN : in std_logic:
C12 © out std_logic:

C20 © out std_logic
)
end LFSRC39 :

architecture ARCH_LFSRC39 of LFSRC39 is
signal C © unsigned(38 downto 0):

signal TMP_FEED : std logic := 0"
signal FEED_IN : std_logic := "0":

begin
Cl12 (= CQ2):
C20 (= C(20):

FEED_IN (= C(0) xor C(4) xor C(6) xor C(8) xor
C{22) xor C(24) xor C(25) xor C(37):

process(CLK)
begin
if CLK event and CLK = 1" then
C (= TMP_FEED & C(38 downto 1):
end if:
end process:

process(CLK)
begin
if CLK'event and CLK = 1" then
if KEY_LDEN = "0’ then
TMP_FEED (= FEED_IN:
else
TMP_FEED (= KEY_DATA:
end if:
end if"
end process:

end ARCH_LFSRC39 :

(33 4) LILI-1280 A28 LFSR.TE (FPGA/VHDL)
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## Filename 1ili-d89.vhd
library IEEE:

use IEEE std_logic_1164.all:

use IEEE.std_logic_unsigned.all:
use IEEE std_logic_arith. all:

entity LFSRD89 is

port (
CLK tin std_logic:
SEL Cin
KEY_LDEN @ in std_logic:
KEY_DATA :in std_logic:

KEYSTREAM : out std_logic:
D8SIN © out std_logic:

FEEDBACKI1 : buffer std_logic:
FEEDBACK2 : buffer std_logic:
FEEDBACKS : buffer std_logic:

FEEDBACK4 : buffer std_logic
)i :
end LFSRD89:

architecture ARCH_LFSRDS89 of LFSRDS9 is

component DMUX41

unsigned(1l downto 0):

signal TMP_BUF82

signal TMP_BUF79 :
{others =) "0°):
signal TMP_BUF78 :
(others =) "0'):
signal TMP_BUF77 :
(others =) "0");
signal TMP_BUF7T6 :
(others => '0"):
signal TMP_BUF75 :
(others =) '0'):
signal TMP_BUF74 :
(others =) '0):
signal TMP_BUF73 :
{others =) '0):
signal TMP_BUF72 :
(others =»> '0'):
signal TMP_BUF71 :
(others =) "0"):
signal TMP_BUF70 :

port ( I := (others =) '0):
CLK ! in std_logic: signal TMP_BUF69 :
SEL :in unsigned(1 downto 0): = (others =) 0):

DIN :in unsigned(3 downto 0): signal TMP_BUF68 :
DOUT : out std_logic = (others =) "0'):

)
end component:

component DSMUX41

port (

CLK tin std_logic:
S EN :in std_logic:
KEY_EN ! in std_logic:
SEL tin unsigned(1
DIN tin unsigned(3
D88IN : out std_logic:
DOUT : out std_logic

)
end component:

signal D © unsigned(88 downto 0)
(others =) "0'):
signal LBUF : unsigned(2 downto 0)

(others =) 0'):

signal TMP1_FEED :
(others =) 0'):
signal TMP2_ FEED
(others =) "0'):
signal TMP3_FEED :
(others =) '0'):
signal TMP4_FEED
(others =) "0°):
signal TMP_BUF84 :
(others =) 0'):
signal TMP_BUF83 :
(others =) '0'):

unsigned(3 downto
unsigned(3 downto
unsigned(3 downto
unsigned(3 downto
unsigned(3 downto

unsigned(3 downto

signal TMP_BUF67 :
(others =) "0'):
signal TMP_BUF66
(others =) "0'):
signal TMP_BUF65
{others =) '0'):
gsignal TMP_BUF64 :
(others => '0"):
signal TMP_BUF63 :
(others =) "0'):
signal TMP_BUF62 :
(others =) 0'):
signal TMP_BUF61
(others =) '0"):
signal TMP_BUF60 :
{others =) '0'):
signal TMP_BUF59 :
(others =) '0’):

downto 0):
downto 0):

signal TMP_BUF58
0) | 1= (others =) '0'):
: signal TMP_BUF&7
0) = (others =) '0'):
signal TMP_BUF56 :
0) = (others =) "0):
signal TMP_BUFS55
0) ; := (others =) '0'):
signal TMP_BUF54 :
0) = (others =) '0):
0 |

0) :=(others =) "0');
signal TMP_BUF&81
0) *=(others => "0'):
signal TMP_BUF80
0) :=(others =) '0');

unsigned(3 downto
unsigned(3 downto

unsigned(3 downto

unsigned(3
unsigned(3
unsigned(3
unsigned(3
unsigned(3
unsigned(3
unsigned(3
unsigned(3
unsigned(3
unsigned(3
unsigned(3
unsigned(3

unsigned(3

© unsigned(3

© unsigned(3

unsigned(3
unsigned(3

unsigned(3

© unsigned(3

unsigned(3

unsigned(3

© unsigned(3

© unsigned(3

unsigned(3
unsigned(3

unsigned(3

downto
downto
downto
downto
downto
downto
downto
downto
downto
downto
downto
downto
downto
downto
downto
downto
downto
downto
downto
downto
downto
downto
downto
downto
downto

downto

0)
)
)
0)
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Name:
{u= SYSTEM_CLOCK 0

1.0us

= MASTER RESET | 1 | |
Hid=KEY_LDEN 0| |
T’i— KEY_DATA 0| |

=c9 LFSRe38_OUT ]

g LFSRC37_OUT o | |

Li# LFSRABS_OUT 0 I

(38 6] LILI-128 Eto|Y AlZ2fo|d md (B0MHz AlAE 83 AIE)

(E 1) LILI-1289] 718 et B|uy

Items In general

Proposed

Hardware implementation

Clock-synchronized
general implementation.

Multiple configured.
(4-bit parallel LFSRd implemented)

logic

Throughput of data rate
for ALTERA FPGA device
(EPF10K20RC240-3)

with 50MHz system clock

12.5~-50 Mbps variable rate.

50 Mbps fixed rate:
(maximum four times higher)
- Maximum path delay about 18 ns

Throughput of data rate
for Lucent ASIC device
(LV160C, 0.13¢m. 1.5v -
technology)

with 500MHz system clock

500 Mbps fixed rate:
- Maximum path delay about 1.8 ns.

688 gates:

- 128 D flip-flops
-2 (2-1) MUXs
- 14 XORs

Number of gates used
(if 1 F/F=5 AOI gate)

1.745 gates (about 2.5 times):
- 131 D flip-flops

- 89 (4-1) MUXs

-2 (2-1) MUXs

- 35 XORs

(Note) AOI gate : And-Or-Inverter gate

2 E2olAE ol &

“ zd
& Aste] A& siFs= LILI-128 ~EY ¢%
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