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A Fast Algorithm for evaluating the Security of Substitution and
Permutation Networks against Differential attack and Linear attack
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ABSTRACT

In this paper, we examine the method for evaluating the security of SPN structures against differential cryptanalysis and
linear cryptanalysis. We present an example of SPN structures in which there is a considerable difference between the
differential probabilities and the characteristic probabilities. Then we propose an algorithm for estimating the maximum
differential probabilities and the maximum linear hull probabilities of SPN structures and an useful method for accelerating
the proposed algorithm. By using this method, we obtain the maximum differential probabilities and the maximum linear
probabilities of the round function F of block cipher E2.
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