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ABSTRACT

In this paper, we analyze the sccurity of OFB encryption mode which is one of the basic modes of operation for the
block cipher and the sccurity of 3GPP 18 encryption mode used to provide the data confidentiality over a radio access link
of W-CDMA IMT-2000. We provide the lower bound and the upper bound on security of both modes in random function
model and random permutation model, respectively, by means of the left-orright security notion, und prove the security of
both modes using a function and a
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