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ABSTRACT

With the development of Internet, it is widely spreaded to a Intranet based on Internet technology. Intranet is a private,
unique network to share the information of organization such as incorporate, rescarch institute and university. With the increase of
Intranet using, Intranet environment is developing into Extranet environment which is connected many Intranet. Currently such
Intranet and Extranet environments, above all, it is important to solve security problems which can appear through use of
information between domains. Thus, in this paper, we propose SSO(Single Sign-on Systern) model with authorization management
and single sign-on operation, and we extend it to cnable mutual authentication through inter-working based on PKI(Public Key
Infrastructure) in Extranet environments.

keyword : Authentication, Authorization, Single-Sign On, Mutual Authentication, Intranet, Extranet
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Information
Ticket Serial Number
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Information field

[ssuer Domain 1D

Private User Profile

User Administration Sign

Level

Access
o Control Role
Application | [nformation Normal
Server A
Domain ID

Authorization Private User Profile

Information Access

Field ' . Control Role
Application | nformation

Level

Server B Normal
Domain [D
Private User Profile
Ete...
Multi-Domain User Administration
Authentication Server Certificate

Information (User Domain Certificate)
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- Issuer Domain ID @ ¥7l& g3 Tral
Az}

- Private User Profile : AH&=F2] 7fal &8
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Authorization Information Field
- Access Control Information(ACI)
© Level(Rule-based Access Control)
: Role{Role-based Access Control)
* Normal(Default)
- Private User Profile . 7} $-§ #9o|A] A}
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Multi-Domain Authentication Information
- User Administration Server Certificate
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(E 2) 25 =28 7|5 MY
713, A4
App_Server N | 2& 48] N
o ux_pub Abg2) x9] ErH7)
ux_pri ARg-x} xef 7fel7]
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e Rand A e g
(O8] 2) e 9IE DFM-AH|A EB AFR(ZEEE 1 A%E) Enk AHg ) ghe] A zhe] wdly)
Sign(m) A2 me] Al gk
D AHAHe 3-In-1 Mwls gAg Algele) o4 TSN Al B el e
A Bell Arlz Alg 84 wich VT el = R i
2) &8 A¥ Be A8t 3-In-1 Apls gle] pup et 2Rl AN
A A% F-4E oA i € AYE W) DI Al HA U AR
el Alga} #a] Ao e g A3} User ACI | AH8}8) A1+~ 1@ A
3) AHEAE e My AN )lE HRE ASE) B S& AW xol AR e A
3. %e] £ % Aol S MM Bel 2 " ME71R 48
Ha HEE 3-In-1 Mulx gl H¥sle] A} 4 AW xe} AR} Fhe] Awg
el HAE 3-In-1 Au]s EE Wi}, Do i
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(Z2EZ 1) o5 28 3 Mul2 g3l wg 3833 1, 2 33)

1. AFME o8’k AHaxt (2% 19 3.4% 27)
User Admin Server_A to Client_ A=Send Rand
Client_A to User Admin Server A=E.. mi(Rand, ID) || Client_A_Cert
* Client_A_Cert = Signea pri(ua_pub)
User Admin Server A=Verify(Client_A_Cert) = Verifyeca pu{Signea pilua_pub))
Dua pub[Eu:l, pri(Rand, IDH

2. A1) 3-Tn-1 AMulA el (™ 19 5.6 33
User Admin Server_A to Client_A @ 3-In-1 Service Ticket=Emx[m, Signa pi{m)] || Appl || Admin A Cert
* m=[TSN, TVT, PUP. IDI), Appl=Ew(PUP, User ACI}
User Admin Server_A to App_Server A : Appl
* Appl =Ek.[PUP, User ACI)

3. ARE S8 Auol ot HU FvHad 29 349 )
User Admin Server_A to Client_A @ Added App2 information to 3-In-1 Service Ticket
Added 3-In-1 Service Ticket=Em(m, Signapi(m)) 1| Appl |} App2 || Admin_A Cert
* m=[TSN, TVT. PUP, IDI). Appl=Ex(PUP. User ACI), App2=Ew(PUP, User ACI]
User Admin Server_A -) App_Server B : App2
* App2=Fw{PUP, User ACI)




10 e weldl B AE QZo] sh5at whal Q2 Alaw

(Z2EZ 2) &% 215 (a3 3 #1)
1. 2% 39 =Halzh A5 Q15 #AelA e 714 FE(=sl Aollq Mulz g4 24
Domain A_UAS to Client A : 3 In 1 Service Ticket=Em(m, Signa_pritm)} || Appl || Admin_A_Cert

={TSN, TVT., PUP. IDI]). Appl=Ex.[PUP. User_ACI]
User Admin Server A to AppﬁServerﬁA © Appl=Eyx,[PUP. User Role’

2. 1&1 3_,] /KI-E_ Q)= z -v}xé
1) Client_A to App_Server_B : Service Request(Send Service ticket)
2) App_Server B to Domain_B_UAS : Authentication Req(Indirection Client A service request with Service Ticket)
Exk(m, Signami(m)) {| Appl || Admin_A_Cert
Domain B _UAS : Verify(Admin_A_Cert) =Verifyea pun(Signes mila_pub))
Dmk(Eme m. Signami(m) 1)
Verify(Client A authentication information) =Verifya pa(Signa pi{m))
3) Domain_B_UAS to Domain_A_UAS : Request User information
4) Domain_A UAS to Domain B _UAS : Response Update user information or Unchanged user information
5) Domain_B_UAS to Client_A : Response 3-In-1 Service Ticket include App2
3 In 1 Service Ticket=Em(m, Sign.wi(m)} || Appl || App2 || Admin_A Cert
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Domain A -) Domain B :
Eb pub(mk. Signa pri(mk)] || Admin_A_Cert
(vl AdlA »l™7IE =]l Bell X))

Domain B :
Verify(CA_A_Cert)

=Verifyea r pub(Signea r orica_a_pub))
Verify (Admin_A_Cert)

=Verifyea a pub(SigNca_apri(a_pub))
Db_pri(Encrypted Secret key)

=D pri(Ep punl MK, Signa pri(mk)]]
Verify(Sign value of Secret key)

=Verifya_pub(Signa pi(mk))
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Domain B - Domain C :
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Domain C :
Verify(CA_B_Cert)
=Verifyeca r pub(Signea r pri{ca_b_pub))
Verify(Admin_B_Cert)
=Verifyca b pub(SigNca b pri(b_pub))
Dc_pri(Encrypted Secret key)
=De pri(Ec pup(mk, Signy pri(mk)])
Verify(Sign value of Secret key)
=Verify pus(Signy pri(mk))
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Dmk(user authentication information)
= Dmk(Emk[m, Signa_pri (m) ] )
(4714 mk+= Z=HIQ1ZE AR} e Ao wi7))

2) 3-In-1 Au]z =3l A4 gt 35

Verify(Admin_A_Cert)
=Verifyca pub(Signea prila_pub))

Verify(UAI sign value)

=D, pub(Signa pri(m))

(3714 a_pub+ =gl A9 AHgx} ] A
o] algAef dell FHT])

* UAI=User Authentication Information
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:Dmk(Emk[ m, SignaApri(m) ])
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