FHRREREFR XK
F11 % $553%, 2001, 10

278F3-= SKIPJACK®)] W3 £3} 24*

239 o @gr oyttt o4zt FF A

=] (S

Saturation Attacks on the 27-round SKIPJACK
Kyungdeok Hwang**, Wonil Lee**, Sungjae Lee***, Sangjin Lee™, Jongin Lim**
2 ¢

B =Rolie 23} 27(saturation attack)”-& SKIPJACKel #-&af 2rh $-2l7h AlX|shs Esh 272l $§41-S SKIPIACKe]
)3} 16225 distinguisher®] -4 whol] glow o]71& 188}-Sm(5~22)} 238h-2-(5~27) SKIPJACKS] wigh 27&
7V58hA gk} £ 168k 5 distinguisherS 7)wke 2 3lod 202+ distinguisherE FAR 4 3l&d o|H L 2eke
=(1~22)9} 278}9-5(1~27) SKIPJACK®)] thgt -24-g 71s8kA &) 272k-2 = SKIPJACKo| thdh ZAd| "dgat Al
o BR-2 29 e o] wle] F7 BAE 3. 2%]ch

ABSTRACT

This paper describes saturation attacks on reduced-round versions of SKIPJACK. To begin with, we will show how to
construct a 16-round distinguisher which distinguishes 16 rounds of SKIPJACK from a random permutation. The distinguisher
is used to attack on 18(5~22) and 23(5~27) rounds of SKIPJACK. We can also construct a 20-round distinguisher based on
the 16-round distinguisher. This distinguisher is used to attack on 22(1~22) and 27(1~27) rounds of SKIPJACK. The 80-bit
user key of 27 rounds of SKIPJACK can be recovered with 2* chosen plaintexts and 3 + 2™ encryption times.
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