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ABSTRACT

CRLs are the most common way to handle certificate revocation. But, They have several problems. Since the validity period
of certificates is long and the number of users is immense, CRLs can grow extremely long. Therefore, a great amount of data
needs to be transmitted. Moreove, CRLs cannot provide immediate revocation. In this paper, we propose a new certificate
revocation mechanism using mECC and Weil pairing in elliptic curve crypto-system. Our certificate revocation mechanism
simplifies the process of certificate revocation and provides the immediate revocation.
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