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ABSTRACT

In an offline system, the bank does not participate in payments. As a result, it is difficult to make the refund spendable. Due
to this, current offline systems do not provide spendable refunds. In these systems, a check consists of two parts: a spendable
part and a refund part. A client uses the spendable part during the payment phase, and uscs the refund part to get the refund
for the remainder of the check. Therefore, a client cannot reuse the remaining and must always refund it. Moreover, the
relationship between the spent amount and the refund amount can be used to guess which check the client used when the client
refunds the remaining. To remedy these problems, we propose a new offline system which allow clients to reuse the remaining
values of the check. This system provides unlinkability of the payments made by using a single check. It also provides
mechanisms to detect and identify clients who perform misconduct such as double spending and over spending. The required
overall computational cost to withdraw, spend and refund a check in our system is lower than using several checks in other
offline systems.
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