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ABSTRACT

With the development of information and communication technology, especially wireless Internet technology and the
spread of smart phones, digital data has increased. As a result, privacy issues which concerns about exposure of personal
sensitive information are increasing. In this paper, we analyze the privacy vulnerability of online big data in domestic
internet environment, especially focusing on portal service, and propose a measure to evaluate the possibility of privacy
violation. For this purpose, we collected about 50 million user posts from the potal service contents and extracted the
personal information. we find that potal service user can be identified by the extracted personal information even though the
user id is partially anonymized. In addition, we proposed a risk measurement evaluation method that reflects the possibility
of personal information linkage between service using partial anonymized ID and personal information exposure level.
Keywords: Privacy analysis, Anonymization, Data crawling, Inference attack
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Table 1. Crawling data specification

Service |Collection| Collection Data
name target scope volume
Comments | Comments on

News |from users| news from
49,809,574
service on the 2016.5 to
news 2017.4
. Comments | Movies rated
Movie
ate from users| 1,000 or more 3 164.724
r
. on the |from 2014.5 to| =~
rvi
SEIVIC® | ovie 2017.4
Comments | Comments on
Webtoon | from users | webtoon from
69,710,203
service on the 2014.5 to
webtoon 2017.4
Each
Article ach 50,000
Cafe posts on the
. from users . 407,607
service 10 bulletin
on the cafe
board
Qe Bl T 2%, melw Y 2 QY 5
HAA o RZ Eauv} 9lA] AT FEE F& g2 )
B FEL ER 2 8T B A7l
FZ3F 7lQl AXRE= Table 29 %2t}

Table 2. extracted personal information from
crawling data
Service Extracted personal
name information attributes
News Partially protected user ID, news
. category, comment time, comment
service
contents, gender, age
Movie Nlcknamfz, partially protectec.l user
ID, movie genre, comment time,
rate .
. movie rate, comment contents, full
service
ID, gender, age
Nickname, partiall otected user
Webtoon par v Pt
R ID, webtoon category, comment
service .
time, comment contents
Cafe Nickname, partially protected user
. ID, full ID, article, article time,
service

phone number, email, gender
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Movies, webtoons, and cafes which nicknames exist

Nick 1D Comment Time
Younee love**** Just look 05.24.02:05
Keng love**** | feel like | had forgotten my 05.24.03:17
childhood
Jungji love**** beyond the touch of the 05.24.04:16
original
Jinyoung  aunt**** | was happy for a long time. 05.24.04:48
easy aunt**** It is a masterpiece at all times.  05.24.05:36

U

There are multiple comments starting with love ***,
but it is possible to identify that the nickname is the
comment made by three different users

News that does not have a nickname

D Comment Time
love*™** It's a policy for an aging society 05.24.02:05
love**** Let's make a school for the elderly 05.24.03:17
love**** We need aging measures 05.24.04:16
aunt**** We need a policy to prepare for a 05.24.04:48

population cliff.

aunt™** That's a nice story 05.24.05:36

U

There is hard to tell if a user using love *** id is 3
different users, or a user using one love *** id left 3
comments

Fig. 1. Difference of ID exposure Possibility
depends on nickname existence
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Table 3. Number of identical protected ID
users

k News Movie | Webtoon | Cafe
156,623 | 112,585 | 133,356 | 33,131
99,626 76,712 115,842 | 12,586
78,036 54,075 98,544 7,047
61,776 42,136 85,684 4,924
50,005 33,695 72,990 3,480
44,100 28,320 64,050 3,108
)7 11,444,766 | 797,631 | 2,241,059 | 39,726

Total
number

| Ot | WD |

1,935,232 1,145,154 2,811,525 | 104,002
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Movies, webtoons, and cafes where nicknames exist
Nick D Comment Time
Younee love**** Just look 05.24.02:05
Kong love**** | feel like | had forgotten my ~ 05.2403:17 ‘ K=3
ood -
Jungji love**** beyond the touch of the 05.2404:16  _
original
Jinyoung  aunt**** | was happy for a long time. 05.24.04:48 — K=2
easy aunt™™  Itis a masterpiece at all times.  05.24.05:36 — -
Niek 1D Comment Gender Time
Younee love**** Just look F 05.24.02:05
L K=2

Kong love*+++ I feel like | had forgotten my £ 05.240317
childhood

Jungji love***  beyond the touch of the original M 05.24.04:16 ,,‘
05.24.04:48 l— K=1
easy aunt* Itis a masterpiece at all times. M 05240536

Jinyoung  aunt**** I was happy for a long time F

Fig. 2. Duplication degree change by adding
gender information
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Table 4. identical protected ID users number
change by adding gender/age information in
News service

K initial Adding | Adding
number | gender age
1 156,623 182,645 187311
2 49,963 89,276 90567
3 26,012 44,862 45099
4 15,444 26,295 26355
5 10,001 17,050 17406
6 7,350 12,309 12363
)7 42,885 70,647 70,853
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Webtoon Cafe
Niekname 1D Nickname ID
lo ridd**** bobe iris****
sintop ridd**** v‘ ming tige**** |
Tiger tige™*** |"' - pulpi pull****

tige *** Personal information can be linked to users'
webtoons and cafe services

Fig. 3. Linkage between unigue protected ID

News Movie
url D Nickname ID
Xjkva love**** Cinefil love****
15jid lowe**** Lovegoo lowe****
8fjha aunt**** riddly ridd****

love*** existing in news and movie users can
connect up to two combinations of users, making
it impossible to identify each person in the
connection relationship

Fig. 4. Linkage among multiple identical
protected ID
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Table 5. The number and ratio of users with KC
= 1 between different services when the
linkage step is 2 steps

movie
news& webto
news& news&| & movie
webto on&
movie cafe | webto &cafe
on cafe
on
user
numb |31,165(29,193| 3,513 |24,553| 2,013 | 3,807
er
ratio
to 10.1989(0.1863|0.0224| - - -
news
ratio
to 10.2768]| - - 0.218 - 0.0293
movie
ratio
to
- 0.2189 - 0.1841| 0.015 -
webto
on
ratio
to - - 0.106 - 0.0607|0.1149
cafe

2b g o] A= Zb AfH| e
ZA8Hs k=19l ¥ ¥3 Ad id o]8Ae] 5
o} 2708 Aula 7F 2o EAEle 2E id
2 o2l g22] mlgolrk. FAlA ok 4= glRo
Aule] Z3te] we} v EAte] Aol EAER,
20%7 V2] o] 8AkEoe] 27] o] Ao Afm|zel FE
2 E2AFE &l 5 gldetk. Table. 6= 972
A7 291 7ol &gEl NP R Eo]Bel4] A
g $A o] A xkolrt,
Aulz b id AAZE QAR SHelA 2 9
ole NI R Aol 5 Au| ey 5T
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Table 6. The amount of extended personal
information when the linkage step is 2 steps

Service Attribute Data
name volume
news gender 12819
news age 12797
news&movie movie
5
gender
movie age 16
news gender 12263
news& news age 12238
th
webtoon We oon 23669
nickcname
news gender 1795
news& news age 1794
phone
cafe 712
number
email 344
movie
2
movie& gender
movie age 7
webtoon webtoon
) 18880
nickname
h
phone 440
webtoon& numb.er
email 234
cafe webtoon
) 2015
nickname
hone
P 444
number
) email 875
movie&cafe :
movie
5
gender
movie age 0
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T Sl= Nl Bt e Al zelA] F53 5 9l Service Attribute Data volume
AJAA B AA = 7 lel tel] oS B AR name
7b w2ge oulgitl. B3 §1% Au|al olmiA news gender 3160
£ 52 3 Aulzola O %L A4S 57 news&m | DEWS age 3155
o ke Aulad A9 dE Bl BEE o Y ovieg | Tmovie gender 2
Folx ke Fe F3 EF AUE 916 AW, At cafe  |—mOvic ase 3
WE, ol & Flshs Aulad A% dde webtoon 6059
B8] oAl Aol Ame] E2ube A9} B nickname
Qo) news gender 364
Ak 4= 9lr}
news age 364
news&we
22 017 ciA7} 3EHAQl Ho| =&t btoon& phone number 145
322 A& H = - == cafe email 77
3N Au|agke] 2EE A7 TAKAFHLAE, webtoon 651
/K&o:lg}&yldﬂ =& o) E&7]'J“ °j§]_& OJ]E nickname
= 2&AT ° movie gender 0
7hfelet. . movie age 0
movie&w
btoon& phone number 110
Table 7. The number and ratio of users with ebtoon email 68
KC = 1 between different services when the cafe webtoon
linkage step is 3 steps . 578
nickname

news& news& |movie&
. news&
movie& movie& webtoon |webtoon
webtoon cafe & &
AE cafe cafe
USOTl 7482 | 1032 | 658 560
number
news 0.0477 | 0.0065 | 0.0042 -
movie 0.0664 | 0.0091 - 0.0049
webtoon | 0.0561 - 0.0049 | 0.0041
cafe - 0.0311 0.0198 | 0.0169
A7 A7k AR A, 25kl Hle) FES
2 EAsHe o8l b st Abel A

A o 2
HE A% FEo EAshe

oI5 H& #Feld 5 it

A& dlolel7} Ao 7l e} A 23
sl 47} 3491 %

Table 8. The amount of extended personal
information when the linkage step is 3 steps

Servi
ervice Attribute Data volume
name

news gender 575
news age 574

news&m -
| movie gender 0

ovie&we : 1
btoon movie age

phone number 193
email 102

323 A EAY 4EAISl B2

474e] Au27ke]

23 A7 o

&I & AE

&74 9] 3k 7-f-olet.

Table 9. The
KC =

number and ratio of users with

1 between different services when the

linkage step is 4 steps

news&movie&webtoon&cafe
user 197
number
news 0.001258
movie 0.00175
webtoon 0.001477
cafe 0.005946
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Table 10. Extended personal information with 4
steps of linkage

. personal
attribute . . value
information
. partially
id aszc*
protected 1D
defense/d
news_cate news cagegory
eplomacy
inferred news
news_age null
age
inferred news
news_gender null
gender
cafe_id cafe full id aszcIls:
woman
cafe_cate cafe category
clothes
cafe_gender cafe gender woman
010-37634
cafe_phone | phone number
1827
cafe_email email aszcllen
aver.com
cafe _nick cafe nickname | NI
. movie
movie_id . =3
nickname
movie_cate movie genre drama
. inferred movie
movie_age null
age
. inferred movie
movie_gender null
gender
webtoon_id webtoon ID null
webtoon
webtoon_cate drama
category

248l 28] Fhe| e

* news_age: T Y FARNE F23 o
B AR g o] 8Ats A AHHE F23)
2 3 s

* news_gender: T& AYW EAZYE FEF
A AHRR S o)Al AR AHE 2
A 3 P&

« cafe_id: 7}elA ZEBHE 53 F5¢ =
Al E A dZE sE o)Ak 2)
A id AR A

+ cafe_cate: FA 7HH WA 7P 2 A
Al2E AT AT sHE e R s o] SRk
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