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ABSTRACT

In recent years, industrial convergence centered on ICBM (internet of things (IoT), cloud, big data, mobile) has been
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experiencing rapid development in various fields such as agriculture and the financial industry. In order to prepare for
cyber threats, one of the biggest problems facing the convergence industry in the future, the development of the industry
must proceed in tandem with a framework of information security. In this study, we analyze the details of the current
industrial development policy and related information protection policies using cross impact analysis and present policy
priorities through the expert questionnaire. The aim of the study was to clarify the priorities and interrelationships within
information security policy as a first step in suggesting effective policy direction. As a result, all six information security
policy tasks derived from this study belong to key drivers. Considering the importance of policies, policies such as
improving the constitution of the security industry and strengthening of support, training of information protection talent, and
investing in the information security industry need to be implemented relatively first.
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Fig. 1. Process of Cross Impact Analysis



698 TAGFEA L o1 4% ) ICT §

s Gl EEESE

VS|

[ 3PS B
T/E_T':‘l‘] -1

M

e A7 BoldsE AAE Aole] 45akgo]

AehgaAon Fhstel ¥Ael Whsad @ 4

SIeh. webd wAea pre] EgHA QEE we

t o] Foshl, AndoR wAgPE TE
!

AAE 10706l 40702 A Agksle] BAg)
B Qe T $3A] AunsgAe 54
of A WEe BAsGT 0% Fal T8 Au

ASAAHAEE ok, el sl Ay
R IS S

tlo
of
o
b
o]-}l
(o))
=
L

o,
fz
fz

SHAAE 2R Bo3tsdc T )
FRA BAAAE Sk, SR 6709 )
A AT BResle. AHon Raslel
AuusARe 45 JPAe B AT 49 5
A ARG EYAE As) g8 e ol
2 B 9, A 5 BEY 4 ot g,
SR AR AAE 99 F 67le) 2
QAR el de) Anns AT F @
% B ¥R TS 0% Ea 4 49
WA FosA Telalor & Hun Aol
yoQAe sl A¥sh SAe Ed FAsaA o)
oich. AR Az 2 WA 1 el
A AT AR 2 A ARG £

)
T,
&
2
=2
=
=
o,
2
i
N
o
2
-4
N o
i,
ok
Q
>~
23
find
2,

e oz

Information security policy

and strategy for domestic
convergence industry

K-ICT security
development strategy

IoT information Information

security security
roadmap 3 year measures to
implementation activate cloud
plan service
=TT
The 1st
convergence . .
. information
security o
security industry
development .
promotion plan
strategy

=)

AE EEstaa s, g3k AR TA o A
%gs} Al j_eqsﬂok & ARRFAA] Folalz]el o

o] A A2t ﬂiiiﬂz“" TRt A
of. AR 2laE AolE ffE Aad ICT §3H4t
ARRFAAN 2= K-ICT Al5tele] wdzlzr
AFEQIE Yl ArRs 2ew 3/hd AAE(16),
B Apls BAsE I3 AERIHAT),
K-ICT 35l Al A2H(18), Al1AF AR B 54k
AEAR19) 5 57 AL FAseeh o & ol
SRSl Auns AARAE AYSTHFig.
2). Az F 12709 FTae] AnnsgAtA
AYaNT, 1 Fe4e wAse HE 6709 4
A2 FAsleh Az AR 12709 e A
HRE AT HEEE AR S Huy
3 AR AR, LA Bl Y, SR
Hel ol 4, ARRF *—Jﬁd:‘%ﬂ 2l
At g 2 E AA T
ol gk 733} ‘Wl ARZEA| el =
2, Hel Ak A AskE 7 A8, Reks
I3 LR

s

Az W Folnt, et aAbd Aol L85
AP (event)o] woPdss Aol of9fAltt. o

1. Expansion of investment in
information security industry

2. Improving security industrial structure
and support

3. Development of source security
technology

4. Training information security
personnel

5. Information security practice culture
and awareness diffusion

6. Enhancement of information security
governance and improvement of legal
system

Fig. 2. Information security policy and strategy for domestic convergence industry
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Domestic convergence Industry

development plan and strategy

K-ICT
development strategy
5G mobile
Internet of things com Ssasion
master plan i hsiisy
development
strategy

Next—generation
smart device
Korea 2020

Cloud industry
development plan

. . t
Big data industry manﬁg:{uﬂng
development R & D mid—term
Stratesy roadmap

1. One stop development system construction

2, Establishment of convergence industry
infrastructure and ecosystem

3. Fostering customized talent in the
convergence industry

4. Development of a standard system for
software development and security evaluation

5. Deregulation and legal system improvement
for fostering convergence industry

6. Strengthening information security
infrastructure of convergence industry

Fig. 3. Domestic convergence industry development plan and strategy
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Table 1. Example of survey response in cross impact analysis

Survey example

Low <

Relevance of ‘@D expansion of investment in information

protection industry’
— High

1

3 4 5 6 7 8 9 10

@ Improving security industrial
structure and support

Table 2. Example of a survey on the priority of information security policy within development policy

Information security policy

Survey example

@ @ ©) @ ® ®
Development @ 3 2 4 6 5 1
policy ® 2 4 3 5 6 1

4.1 42 S8 24

411 ICT SetMelo| MEESMAMIIN| 7F WALAS

o .
A% eHe Ed 44 AT Egar
Table 3.7 Zth AA g vlE=2ollA F A

(total influence) &4 AHRHET
2 Aol AFHR viAE g HEFE e
U;], oﬂs—]:/\éo] lc.ﬁ;}:i stBng_i /\]%EQE ;Tl_gj]_ o]
= T8 AAelgta & 4 vk 3, F &
(total dependency)> thE Ao $3)e] o
Ee AFAQ 73 AAFd 93 s v AR
ojwght}. oAl =2 AA = A
o] Aol ks FA e AA AAZta
. ARRs AARA F Q Xk A9
2 A4 A3, @ AHHES QAR F Aol
M =2 ARyt ol © ARRS A
Azt 2 Q1A a4k, O AHHRSA] FAEY, ©
AERS Adx 73 24 HAR i FoR F
o]l F& ZoE vehton, Q) U HaE
N-e 7P el e AR vyt g
T 8 SddME O ARRSAS FAEYs)

of
o
|\

426502 eEAe) TP Fe A
olejr ® AHHEET A 7J§]r 2 A= 7HH
@ Hok Aksle] AN 2 A
ek, ® ARRE AHE3} Y ‘L*-l
A Belle e £or oEye] £ 7}\_& b}
ehgh. gk kA AR AA s mE 0 A}
E 59 A dAE-94 W(direct influence-

o A7 oJapA]-o]
_._/%] uﬂo zl—/%]tﬂ—OE/yq _‘,1}/1_413].37]].3% ]/‘\E{!} 14]01]

=
fel5e] 2t P18 £3F 5 QrHeT). A4
i3 q g

rjz
ol
_|X,°L @
o,
[
=
fote

= 9ot} 72 39 4l
2 I FEA o] BT = EHA
73 492 Ay Edl(resultant drivers) 22 A
2 ZQl z|el EQld| od Gdeke Wbt 74 94
£ 28 F9l(autonomous drivers)®@ HA| A~
3l g e g FHolxl Feler). 75 992 Al
Z<l(regulating drivers)o® 335 b A3l
tieflA Awstr] ol Falelc}. miA|weZ 76
o2 4 Eal(neighboring drivers) oz HE
79 FHlo] | FE2rr} 71 d9ow S2o|wA] A
1 F9lo AsE 4= gl Fololu}l. A g



Ay R 5831 (2018, 6) 701
Table 3. Direct impact matrix of information security policy for convergence industry
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Fig. 4. Direct influence-dependency map of
information security policy task for convergence
industry
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