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A Study on the Concept of Social Engineering Based Cyber Operations*
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ABSTRACT

Recently, instead of technical cyber operations that directly attack the target information system by using cyber attack
techniques, social engineering techniques that indirectly invade the system by exploiting the vulnerabilities of persons who
manage the system are being watched. Despite this trend, there is a lot of confusion because there is no clear concept
about the relationship between cyber operations and social engineering techniques. Therefore, this paper aims at establishing
a clear concept of a social engineering cyber operation, helping future researchers in this literature.
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Table 1. Concepts and Examples of War, Warfare, and Operation

Term Conceptl) Examples
. . . Korean War,
War 2ou§§rlljzzlonr03f . flilctlng between Gulf War.
+ ETOuPS, ' Iraqg War
Land warfare,
Warfare ways or means of fighting a war. Air Warfare,

Cyber Warfare

the coordinated military actions of
Operation a state, or a non-state actor, in
response to a developing situation.

Operation Chromite,
Operation Desert Storm,
Operation Iraqi Freedom

nlate], S RIS A5E AE SEEo] 54 2.1 MY(ES), dE&), AR 72

AES AsHA SHe o) WFE LACH2),

Se] A5 2011400 2R 53 AT s)7dAL AR WP, war)> & o) =7t w2 WA 24
Ag 3l Al sl ik o] FiEsint. AR AbolellA] oWl HA4e Fi e AFOR v
T8 7IHE 83 Aelw] FAo] el wet st FAela 4 H&’ﬂﬂ delet. wbd A (8,
Wk BakS 9 7]ed Hald) 1%"’1 oA ® warfare)= 574 °§°—1(%‘% 2%, w5 Abel
oF 53], ApEEst 7ol din|g B o] 2T 5 5 FAA sEA, A Sl F4
I olet AR Z1EAdTE(LL 34, T-10)& AsiR < 7HL§°1D}. olel vk H P (VE8, operation)&
A 71 2 Afelulabdel] it gofo} A AR ofrlelA] ofwl 1L o] 7] 3l dag =
o] Aol glol A= Sl dTE fleiMe HER At W ehe Zlem ofe] foplxl 234
Madsle] dagh AAolet. mebs] & =elA ohE ol sAEaL ek TARESl fmlalxe]
2l ARElEEt Aleluistael NS ksl 4wt AL APA ofvle] W88 25 o Al T &
A} &}, Ho] AP H45 o] 7] S8kl sk ArE(E

B el TS vt Ak wiA IAelAE A, e, ¥, 34 )= = 4 rks, 5.
AFO]HV—VJPJ Mgl g 71E8o1E A3t meba dRbgel 57 e Al AR FESES

I, MAelAE AL oA s e Afolnjzt el wi= A, AR AAL] oot Sk
d—% Aejdeh, VAelA= AR 71e A of $4E FolM xIF e AL, ZEln A
52 AR, VAAE 1338t Aozt SRS B A% 2AA AT e
s AT F, AbE S vHTeR ViR FaAt & el #Hd olgbe SolE AHSEte Aol
dlAe e du, FF AT AR uhtAslel. Table 1.2 A4, A, 2| 2Pl

g st 2 AR ellES el Aol

Il. AIOIHZEE 23 J7|220 e

2.2 MO|HHY, AlO|HHN, ALOIB{EfRQ| T

ol oAM= A oR AMEE HA WS,
A, e 2 () o g NS e oF Aol Audl AR MFL AL o)
o] & ulet o R Alo|MAbAd NPl B8 7] L4 A4 (cyber Wal)% a7 e AR FE #
ohe e gkl 4elgel A A Alw Fo17k R T Fael e
5 vl SARE BAA R AHAAL 7}
2 A e FHA RS wr] wtel Abe]
W ke ARgste AL AAsr] o
) 91715 tJo}(http://en.wikipedia.org) webd Al Aolels fojE AT ALS3}
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Table 2. Three Layers of Cyberspace(6)

Layer

Examples

Physical - geographic component :

Network Layer infrastructure

- physical network component :

land, air, sea, or space
hardware, systems software, and

Logical

Network Layer | Vnere all

resource locator (URL)

- web site that is hosted on servers in multiple physical locations
content can be accessed through a single uniform

Cyber - some biographical or corporate data, e-mail and IP address(es), Web
Persona Layer pages, phone numbers, etc
= A A dvka & o Sl Wi Afeld Aol Q1= (cyber-persona) AlF& E3ETH6)
A (cyber warfare)S At F2(cyberspace)®l Table 2.& Alol¥ F7ke] 3AFS HolE)
= 54 Yol bl e 54 =TE
7P AL Rtk Aol FHS T el B 3.2 AlO|H{Y 2 (cyber capabilities)
T sk ol2f g frlellA Al A2 A F7HA] o]
wofell Al 7H dubd o ARgE o] 2 fojolrt Atelabde]  poren  AREEE Alo]W
At 24 (cyberspace operations?))- Abo]H] (cyber capabilities) 7[WHAAH (5], Ao]
Ao NS LAAQl Fxe; PFe IR 5, 2ed A 5, AR 2HEH (A, i
A 7= 7-Fell ARt meba] b ol A3, A 55 E23ske delEHa Tk, 1
Aozl g es AlelwAds pdste A= 2la Zelz(delg, &2l §) T2 74
Apolniztddolgh= g0l 5 ARE-Sh= Aol ettt =Heh(9). ol Fag HL Apelw AL Skl
Ht=A]l Alolmodgko 2t A Eojof i 7o)
Il. AlO|B{Et™ (cyberspace operations) coh. wpeba] dubg ez apolu] Fbel FFE v
A b Apolnlfebg ARESRA] g AR Afelui At
ol AellA= AfelmxtAo] == F7A A Ao ZFEA ety ol2fg ovldx A<
olm g7t (cyberspace), Atolwzpde] kel Apo] Abelw #13ol whE =7 Al daf AW+
= (cyber capabilities), 2|3 Apo]H=tze] 715 olgsle] IAAE HAE A2 Atelwztzl
S3koll thalf ApAls] A Rr] 2 g o]o]A] Afolu olgti & 4 it
Ao ectA 2 (AEAQl) 7164 Abe|HAbA 9
Alghaketel] sl otobdct, 3.3 AlO|H{EIAS| S8
3.1 AlO|HSZHcyberspace) Atoluzbd el H3ts Apolw| kel wiEh AwiHE
SdistsiA wate] 384(7WA, FEA, R E
Atel#g2t (cyberspace) 2 AFFE Al2=H3} vE BAH(Es gh))ste] 2o ARES Al HE(®
=25 xdste] ARt A2, A%, fEve TS = #5)sks zlelth. &, FAIAl SHeAe] Aol
ofrjgitt, FAHEE wolH 7 AfE e WAE 2 o] B3 Alolw 34 FalA Ao ARE
vlshs E24 vlES)A(physical network) A%, dopiizut, Ao ARZ 27t ks e 5
OJAERANE FASE ] dAtE] e =EA vE A, e Ao] 25e] ArAMbel A2 5 ¢l
= (logical network) AZ, 23 tAW FdS& EE wtets Zolrh HiR whelAel Swela] Aol
Al =2A vEHI AeHe A2 M-S
3) Deputy Secretary of Defense Memorandum,

2) =& 7135 “cyber operations’® AR&El7] % g

dated 15 October 2008, defined CyberOps.
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A e] S fele] ARE usta, A o3 stk sk lolvh. AAE HaHe FHA, ~
Auel ¢ lxE WHet, AAEA el HuAt U, 2 2 S 22 Aoyl 34 7ed F
e 28T 5 leF BAEhs ot A FxAlaglel Hsistr] S ARE F5319
cH) . BAIRE FH el fEAlaE 2 BokAAE e
3.4 AIOIHZHN 3B e, ohekdh Mol X Egeie] At s ok
g uol R AA 55 T AFE Azws
AtoliatA S golo] Adde] wt 25 U ES] el B3 BE7} o] FoARR 7]EH4l 34
A Apol7h QIAIRE dubHom A Afolnjabd - e g e HAsIZE AL R ol
Fig.1.0l14] Bz npe} 3re] 4xtA| 2 218 =Ic}(4]. upeba] #HZe] FAREE FRA~ES A FA3)
7] Hrpe AxEe ARjshke A dATe R
o 127l FAER] (preparation) WA= FE FHEA " Fsiske WEke s As|EA =edct.
Azdel HF Ar(EH-med 9A], dES=
TE, ARz FRek WA, AlxE Hod S)E V. At2lZst 7|8 (social engineering)
Tt AR A Ags 53] 4E o
AR Ashd "t o] ©Ale] A2 A A HA| o[l AellAl= 71EA Aloluiabde] diqtoz 74
28 g At dfdk g raAlole B gle AR St Z1yel sl 2pA|S] atobiet.
o 2tHAlQl EZAL(infiltration) WA= At
Azl A2Y 4 ot Suat Wy gob wyy 4T MEISE IIHS NS
5 Aedte AR H57 dR dgew A~
gle 22k 0 glolsle] SJFAIAZ oJ5h Zu|2 o AHE]EsE Zielst AFES &0 ARAlEe] ke
She ©Alo] ke s Aol sk AlRd ZWe onldit
% AUE Fo Uz Aug s s A
o 3eAel S194 A (intimidation) wA= A Hel sl Wk A (security perimeter)E §-
olv] HE=TES o8l A s (FRe & 38 5 g EE 63—2&1/(1 2ye g syse
H A= 2 WA, Ax 9 §)E vkehke AR Z3ole} 8 4 olrh(1). Ato|mzbde|A] Abs]zs}
AtoluzhAellx o] g Hetar & 4 glrt e =g TAZ| u};q]oﬂ/q ZA~Ee A2
o 4TSl E4AA (elimination) WHlE F427} (R3] #1 Aus FAE] Hs} AR &
3o A THAE Ea B oae 5 9jalae] Stk A 88 sxAxY AL
o] it EHL A S, FF F712A] fo]4S o) el B3 o] F el 71E2] 71 Afeluiatd
7] 918} o] (backdoor) 5& A3k whe]eh = B3] HkE DR 5 ol

4.2 M=l3Et 718el BR

ALl gEE 7l 8EE EESE =A
(eavesdropping), °I7ld"  FX%7](shoulder
surfing), Ad5(persuasion), Zz]&|2E(pretexting)
%4 22 AFH sHelAFE 74 (phishing),
Fig. 1. Steps for Performing a Cyber Operation »¥]o] A (spear phishing), ¥YHE

Preparation Infiltration Intimidation  Elimination

(watering hole), }¥(pharming), wlo]¥
3.5 7|=% MOIHZEHQ| FStALE (baiting) &3 22 oAl 7|7 vhg- ek
SHEH(1-3, 7-10). & Gl Rt A1 7]
SkollA] ANAIRE (A1) Abolatdd e ebA o A
1o }3i] B A= =
HE b e WA 1 SAw olelt SlFlol AEA Aol 7167 Abol
BpAsde Aaap] g Anege om0 ag

e

T
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Table 3. Classification of Social engineering

Class Examples
Physical . - e
stratagem eavesdropping, shoulder surfing, dumpster diving

Social ersuasion, pretexting, quid pro quo, reverse social engineering
stratagem P P - 4 pro quo,
Technical phishing, spear phishing, smishing, whaling, pharming, baiting,
stratagem watering hole

Multi . . L.
stratagem tailgating, vishing

HE-S Table 3.94] HE nle} 7bo] S| wlek)
ALl wbg 7)e wk &9 wEe g sl
avhstaa) gt
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Preparation > Infiltration }—> Intimidation P Elimination ‘
e ] + installing a rootkit + information leaking + log manipulation
|5 5 “3.’_ + getting root privilege + illegal manipulation * installing a backdoor
E E £ + installing malwares + system destruction
T .
- Target Enemy Information System
Social Engineering Cyber Operation
[ s £ £ » Infrastructure : computers, cables, switches and routers
g § g * Electromagnetic Spectrum(EMS)
H £ £ + Contents(data and applications)
8 3 5
4
Fig. 2. Technical and social engineering based cyberspace operations
A eZEE fEsts Wl Bedomt V. AWE|ESE AO|HEE
USBell SM=S Wo 3A%EA A7 BEshe
Aot Tl WAL AR s FollA wf £} ol AellA= AbslFst Aboluizbde] HdE A
© Uz o]FoAH, EklielAE FFA A globar, ARE]Ee} Afolwzbde) saictAlel djs] A
FRE g 55 At Sl tee HE F, AR Aol o] Abel S AR
< AR AT eR HEE E2 ARAPL A
T sk Al EE viE] AAAA FE F A 5.1 Al2lZat AlOIHAN JHE
A7} T At EE wEE u) oA ZET} Absl
= AAEES ste FAcI ARl Atol A HRA S A A3
7] Brke SRA2ES ARk gle AR Aok
424 28t 4=t e 343 F3Al ARler SRAAE A
(Hshste Al Ao 4 sivh Fig.2.914
T U @A 49RO A T o nmo) alsget Aol 7 AT
o A% EgHA s B4 FUE AAelY oy BgAsdd 42 S8l FeEc
(tailgating), B]A (vishing) ol Slt}h. #dAe]
B °15°1 23 7] F8d A E S 5.2 Ala|Z3t ALO|HZIE| S34EHH|
g o) AFH Aol FE weh Sojgroms A4
gele EME}f uhgolet, HIAE Helx A Abgl st AfolmAtAle] Bl A eS|
(voice phishing)®] %%“%i A1 Az st A FokdE FAs FEAI2H Aishe Aol
A ol dEs A IEdl ASHE o] 8-ste] Bt o} webd SFAl g tg Asle] Agshd Abs)
A Fg7IRA s 2R AEE el A<l A T3} Aol Ale] ExE DA HE Zloltt. o
A ARG Fg AR vE S8 HoR oot ) AbE) g Aol o] e Fig.2. ol B
He 3471 ofmlghe}, = ke o] @ AXESA, @ wEkd", @ whekl
Aol gz e Aalgs Aelvl e ol
& oz ‘}L Aolebs ZRlelq BE DA
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