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ABSTRACT

Ultra-lightweight block cipher CHAM, consisting of simple addition, rotation, and eXclusive-or operations, enables the
efficient implementations over both low-end and high-end Internet of Things (IoT) platforms. In particular, the CHAM block
cipher targets the enhanced computational performance for the low-end IoT platforms. In this paper, we introduce the
efficient implementation techniques to minimize the memory consumption and optimize the execution timing over 8-bit AVR
IoT platforms. To achieve the higher performance, we exploit the partly iterated expression and arrange the memory
alignment. Furthermore, we exploit the optimal number of register and data update. Finally, we achieve the high RANK
parameters including 29.9, 18.0, and 134 for CHAM 64/128, 128/128, and 128/256, respectively. These are the best
implementation results in existing block ciphers.
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Table 1. List of CHAM ciphers and their
parameters, where n, k, r, and w are bit-length
of plaintext, bit-length of master key, number
of round, and bit-length of word.

cipher n k r w | k/'w
CHAM-64/128 64 | 128 | 80 16 8
CHAM-128/128 | 128 | 128 | 80 | 32 4
CHAM-128/256 | 128 | 256 | 96 | 32 8
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Fig. 1. CHAM block cipher in block diagram,
where i, X, RK, and ROL are index, plaintext,
roundkey, and rotation, respectively.
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Table 2. program code for offset #1, where
odd and even rounds are set to 7 and O,
respectively.

p 0Odd round Even round

rogram (RO is odd) (RO is even)
ANDI RO, 1 0x01 0x00
DEC RO 0x00 0xFF
COM RO OxFF 0x00
ANDI RO, 7 0x07 0x00

Table 3. program code for offset #2, where
odd and even rounds are set to 0 and 7,
respectively.

P 0Odd round Even round

rogram (RO is odd) (RO is even)
ANDI RO, 1 0x01 0x00
DEC RO 0x00 0xFF
ANDI RO, 7 0x00 0x07

Table 4. rotation by offset

STEP:
LSL X0
ROL X1
ADC X0, ZERO
DEC COUNT
CPI COUNT, 0
BRGE STEP
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Table 5. register alignment

MOV X4, X1
MOV X5, X0
MOVW X0, X2
MOVW X2, X6
MOVW X6, X8
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Table 6. Performance comparison using the
rank metric on 8-bit AVR processors, under the
fixed-key scenario.

ROM RAM Time
Ale | (pyte) | (byte) | (cpb) | RANK
64-bit plaintext / 128-bit secret key

Proposed

CHAM ver. 2 152 3 211 29.9

SPECK (3] 218 0 154 29.8
CHAM (4] 202 3 172 27.9

SIMON (3] 290 0 253 13.6

HIGHT (3] 336 0 311 9.6
Proposed

CHAM ver. 1 166 2 966 6.1

128-bit plaintext / 128-bit secret key

Proposed

CHAM ver. 2 270 13 187 18.0
CHAM (4) 362 16 148 17.1

SPECK (3] 460 0 171 12.7
LEA (4) 754 17 203 6.3
Proposed

CHAM ver. 1 270 12 657 5.2

128-bit plaintext / 256-bit secret key

Proposed

CHAM ver. 2 302 13 223 13.6
CHAM (4) 396 16 177 13.2

SPECK (6] 476 0 181 11.6
Proposed

CHAM ver. 1 302 12 786 3.9
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