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ABSTRACT

As the computational technology using quantum computing has been developed, several threats on cryptographic systems
are recently increasing. Therefore, many researches on post-quantum cryptosystems which can withstand the analysis attacks
using quantum computers are actively underway. Nevertheless, the lattice-based NTRU system, one of the post-quantum
cryptosystems, is pointed out that it may be vulnerable to the fault injection attack which uses the weakness of
implementation of NTRU. In this paper, we investigate the fault injection attacks and their previous countermeasures on the
NTRU signature system and propose a secure and efficient countermeasure to defeat it. As a simulation result, the proposed
countermeasure has high fault detection ratio and low implementation costs.
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1.

INPUT : Prime integer(n), ¢, N,
B >0, (d;.d, for binary polynomials),
(d for trinary polynomials), and the
NTRU lattice type ="standard”, or
"transpose”.

Generate B private lattice bases and

one public lattice basis: Set i=28

While do i >0 do :

a. Randomly choose binary polynomials
f. gER with (d;, d,) ones. For the
parameter sets defined in (14, 15],
choose trinary polynomials f, g with
(d+1) +1s and d -1s. f needs to be
invertible in £, in case of using
NTRU lattice type = “standard” and
g needs to be invertible in R, in case
of using NTRU lattice type =
“transpose’.

b. Find small polynomials £ G € R
such that f* G— Fxg=¢
c. If NTRU lattice type = “standard’,
set f,=f and set f,’=F. If NTRU
lattice type = “transpose’, set f,=f
and f,'=g.

Set h;=f;, ' % f,'" mod q .

Set i=1i—1.

PUBLIC OUTPUT: The input
parameters and the public key h=h,.
PRIVATE OUTPUT: The set of
polynomial {f, f,’, h;}for i=0..B

Fig. 1. Key generation algorithm
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1. INPUT: A digital document D and
the private key set {f, f,',h;} for
1=0...8

2. Set r=0.

3. Set s=0, i=B. Encode r as a bit
string. Set my= H(Dlr) . where ‘|’
denotes  the  concatenation. Set

m=my,.

4. Perturb the point using the private

lattices:
While i > 1:
—f, % *
a A= | Joxmo g Joxm
q q

s;}= Ax f,+ Bx f,' mod ¢
b. Set m=s;, % h,— h,_; mod q .
c. Set s=s+s;. Set i=i—1,
5. Sign the perturbed point using the
lattice public key:

:L—fo,*m :Lfo*m]

A 1, B

so= A% fy+ Bx f, mod q ,
s=s+tsg
6. Check the signature:
a. Set b=|(s,s *x h—m, mod ¢ )| .
b. if b>N. Set r=r+1 and go to step
3.
7. OUTPUT: The triplet (D, 7, s).

Fig. 2. NTRUSign algorithm
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1. INPUT: A signed document (D, r, s)
and the public key h.
2. Encode r as a bit string. Set
= H(DIr) .
3. Set b=|(s,s % h—m, mod )l .
4. OUTPUT: ‘valid” if b<N,
otherwise.

“invalid”

Fig. 3. NTRUVerify algorithm
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Fig. 6. Proposed countermeasure for secure
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Table 1. Comparison of countermeasures for
fault-resistant NTRUSign
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attack according to the number of faulty
coefficients

(N=157,q=256, B=0, standard, N =200)
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