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ABSTRACT !

In this paper, we investigate criteria for evaluating cryptographic' strength based. on . randommess testing of the advanced
encryption standard candidates, which have conducted by ,NIST(National ]nstltute of Standards & Technology). It is d1fﬁcult to
prove. that a given cryptographic algorithm meets sufficient conditions or requ]rements for provable securlty The statlstlcal
testmg of random number generators is one of methods to evaluate cryptographlc strength and is based on statistical propertles
of random number generators. We apply randommess testing on several cryptographlc algonthms that have not been tested by
NIST 'and find criteria for evaluating cryptographlc strength from the results of randomness testing. We investigate two cntena,
one is the number of rejected samples and the other is the p-value from p- values of the samples |

Key words : randomness testing, AES, p-value, evaluating cryptographic algorithm

= k=] [+
7hll glolAl °li %LLBIZ4 0&%1*3 e =
g3 guEE Yrple sk A4Hal o 7MlWﬂEP%hlﬂ””°‘ﬂ%%ﬁwPﬂiﬂﬂ
5 eAEE SEUN. 9B GwdE wde L A0 9E 9uedel Ud FREeE
HA T T4A W) glow okdA Bl okE %i—r_iHEi HE me 7]°ﬂ Hek ojmdt ZJE‘E
T A7E UL R AT (2001-8-073) ANSE FARREIF. | ‘ -
= ghfd gl Alel et 4 Ur(dragonsoup@1hanyang.ac.kr, campl23@hanyang.ac.kr) ‘
A Y 345 (www . kisa.or kr)



68 AES(Advanced Encryption Standard) ¢+34 #7te) gk 22

SEd 5 glolol b, oloje] WE s 7B
oz gtk B dAY gliFe) theEls Y&
w7l A8 AR f5F 5 glofof @} o
Lt ots 78 w2 A P8 gkEFel of
Wik ABHAE 223 5 glejof #n] 79 4B
B oAbl g #A w 23S 5 glolel At 1
gt Gl Ze] o8] ks o] AXE] wEe] o

34 5, 719 dEE Aelde SEd AR 3
A7 EAE 4 dhel flvt webd 7] A ZARR
o} gL Ao g vx)e) ¢raogye ) I
o owd ARE o]Fe 5 ¢lE o Foial
dEdue|ES qrlsllela g ol kHA
FEERZ RHARE 2] HtdMe g3 ¢
2EF] Fx ez A4 A =g a2
ofek 37| el ofeirtA] gt dnwe]EHg 3
shte] 7)oz Ak el olEge] STt
3 daElEE Bo AR gEEL i) W

AL gk} olgldh Tl B u ols dae]
Z& oapds A7 (Pseudo-Random Number -

Generator)elth dubzlel oa} Al AALS o}
st BAA & ARSElw 9lem, AAUAF ¢
3 Jdueigd g Ed=ahbde AAu f
A e Aelzl AFzEd 7)) web 4]
oE ks duE|Ee] okdAS W el ok
A 71l o8 el

B =FlAE AES EE o3 dueE oA
g7pd el SabdazdA wbg-e washe, 7]Ee]
A B S s AES £F ¢k 4o
2|52l RIJNDAEL ¥ ohzt s b5 el
EJZ_‘Z\L‘° SEED ez 24 KASUMI %5 AlA
A4HE oe s dwe|EF) Jebgs]E AES
A7 Eel g AFA 24 el

=
\I

o
oy

Il. NIST(National Institute of Standards
and Technology)2| M HIAE(Ran-
domness Testing)

Ztzte] AES FRGmEZES don
ZRERE AAE A A 909 Hele e
AL, olF dele A I AA
gto] 189708 BAHAESS 77| dHeoly A
] A4, 73714 (Hypothesis Testing)' & 4
3HA =k
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-Generation and Testing
A Aosta AAEAIZ] Aolth ol& WALy

H

FEl BeH(Computer Security Division)'s}
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RNG Testing) ol
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(Random Number Generator)® ZAxzhEo]
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o4 EARA A2 mEG A4S 2AL 7
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‘Special Publication 800-22 : A Statistical
Test Suite for Random and Pseudorandom
Number Generators for Cryptographic App-

lications™<¢} ‘the NIST Statistical Test

Suite’®] BE Aavged Fo] Qlefule] Foi= i3]
v} =gk okEE b Al7] (Cryptographic RNG
Standard) w=EEee]l ANSI X9.82(the fin-
ancial community® 3 w<idr] v|=2EE
b= x5 d oAgelr),

. NISTQl AES HIO|E Z&t

NIST= 978 dlele] Aghs A3l ohoydt
HAA7IE R AAE =EsE gldh 157
AES FHE 2 57 $32 48] 9 ARS 1

A, 718 EEF7)E 1288 B2 T4}
gom 9719 dele HI{EE A% FAHAE
of A4AFck 570 AES FXES AL 98 F
HA 2REE(AES2)elMe, AA ksl 4 (Full
Round)d] oigh Hl~EZ 192-H][ES} 256-8] 29
7] @718 AHgsiglen], ¥4 qkEs} I (Partial
Round)e] w3 el~E=R:= 128-HlE 7] =&
AHEstg ek, dlele] A3 Random Plaintext/
Random 128-Bit Keys' dlole] Fglol. A5
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1. 7] =(Key Avalanche)

2. B d=(Plaintext Avalanche) ‘

3. HE/stEd A#IA (Plaintext/Ciphertext
correlation)

4. CBC E=(Cipher Block Chaining)



THRAESETR

(2001. 12) 69

5. A H¥F/94 71(Random Plamtext/Random
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-x% H¥(High Density Plaintext)

L o>

V. EAHAE(The Statistical Testing of
Random Number Generators
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T 2E EA= AL H=(Bit)
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31| pvalue A4t |p-value® 0e14 1
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Tl a)Ele ccess )3, 1347‘] %}% A%

:‘ o 71ZH(Failure)-& Aghc

FAHEES] FHe v 2t

+ Frequency (Monohits) Test
+ Test for Frequency within a Block
* Runs Test ‘ ‘
* Test for ‘the Longest Run of Ones in a
Block
» Random Binary Matrix Rank Test
+ Discrete Fourier Transform(Spectral) Test
» Non-overlapping(Aperiodic) Template
Matching Test ‘ ‘
Overlappmg(Perlodlc) Template Matchmg
~ Test
» Maurer's Universal Statistical Test

* Lempel-Ziv Complexity Test

* Linear Complexity Test

+ Serial Test

- Approximate Entropy Test

+ Cumulative Sum(Cusum) Test

- Random Excursions Test

* Random Excursions Variant Test
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300 3.00 8.170
384 3.84 9.689

5.1.2 AES Comment

AES Round 1 FRGwe]&d gl <A 4
7hellA] o daelge] uivkpd AJFE Rolye 7
L&, Hujs)8 7)ol gk EA414 |} (Statistical
Anomalies) = <3| 4% dae]Se] v A
& molE ol Wiz Ad?. ol BAA
A A 7{1’@"1]/‘1 245 A= HConfidence
Interval)e]l ¢ <F(Significance Level)]
AF A Normal approximation)ZF-E] -3
Aok Held 2 olfEF Z& 4 3lEdl, Sean
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5.1.3 AES Round 2

AES Round24A& 27K419] #A4-& A8},

¢ 7179 FEa f2EE(pvalue) ol +
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A9 FEL 1F olFEEE Pl Akl
o B Columnd 7|17H=rs 47} 8o TE=)S 40)
2} g2 v D Columnst E Column® F&3x:
thS3} o] AxkT)

D : Probability of each event in column C
PG=R=( 7 )p'a" " |
p a, q= 1 a, &':0.01

E ¢ p-value associated with each event
k=1

PazR=1- % ( e

0

( 4) 30070 Hlofef RgtolMel HEE

3 B T B E
5) B 30 - -
Murphy 94— RSA Securlty-/] RC6 ° 7:“ su!\::"esﬂslu I‘:I,u:):s .f:m?sz Probability of each P-vahue associated with
oﬂ Al o] 2 g RAHo| jehie)r), NISTI M= 7+ o @ 30 event in columm C each vent
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EE5 o5l W R A ] ] 09967 |0 UBGETEONIRON_ | 9503010590000
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0 . 90 g 5 09500 OUOOMLRIGIIEE | OSSN0
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AES Round2olAe ol#d &3 E vietown
AARE Bk 24 HEo] 0.9633¢0] 4ol
A AAE gt s FEslgch SEEe] v
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(% 5) 2t oo R, B2 4, B2 37, Ho) 518712 &, AW Foll et ¥
BEF F Ao #4714 HaE 4435
dlele 3 .y Round 1
‘ Round 1| Round 2| Round 1 | Round 2 N Round 2|Round 1|Round' 2
‘ ‘ . |NIST|Comment L
128-9]E 7] Avalanche | 384 | 300 |1,048576/1.048576) 9 | 10 11 187 | 189
'9¥ Avalanche 384 300 |1,048,576|1.048,576| 9 10 11 187 | 189
TR/ E AP 128 300. |1,048,576|1.048,576| 4 5 11 | 59 189 .
CBC 2t 300 300 |1,048,576|1.048,576| 8 9 11 59 189
R/ e 128018 7] | 128 1,048,576|1.048,576| 4 5 59 —
ALE B 128 300 |1,056,896|1.048576| 4 | 5 11| 59 189
AdE 12811 7] 128 300 |1,056,896]1.048576] 4 | 5 11 59 189,
1Y% HE 128 300 . |1,056,896]1,048,576| 4 5 11 59 189
TUE 198-H]E 128 300 11,056,896|1,048,576| 4 5 11 59 189
5.2 p-value?| Uniform X V. ASUDEE oA BA

AES Round2ell4] AFAl #8312 ”4 ZxJ gk
Weed B2 pvalue £%% Uniform shebe 7}
el ohE HaEot},

AFE 95 7l PRES B E pvalue®
o] pvaluet A HH, dHxE AFge]
Goodness-of-fit-distributional test® 2-&%lc}.

AR P EEE v R

—ErcﬂWL AES Srp|Es v R o
dae|Ee AEA A8 Bud et o]
F daglEesE= DES, KASUMI, Rijndael,
SEED. RC 2 28]3 srandst BBS °]t}.

rle
rPr

6.1 HOIE HE 74

AES 474 A9 & "% A% 549 Fuge

. ! -1
& (P35 WA sz ASE WP E/IS 1281
27 s | 77 delel Mgt CBCE=E AL 678l dlole]
10 e el duels wE PANS (E 613
F; is the number of p-value in sub-interval ¢ Zol FHRSE BE 0002 Edslgoed —“11943
s is sample size ‘ 7ol 7t ekyrElZe] 71o)e} B8 Z7)¢| ule} okt
2] Fol7} 9lr}. srande 7 EEZ)E 1,048,576
weld, A4 p-valuert 0.0001 2ot A& uf 2 Agsislon], BBSE NIST/L #het Al
A ~EE 7)Y, of 3 $A¢ A4kt

(Z 6) sliig ¢me|Ho Hst EEZH0|, seed value

: | %2 4o (w19 |
(ZES) seed value DES KASUMI | Rijndael SEED RC 2 -
5] #5(300) |Blum-Blum-Shub| 1,053,696 | 1,048,576 | 1,048,576 | 1048576 | 1,048 576
A% 4%(300) | Blum-Blum-Shub| 1048576 | 1048576 | 1048576 | 1048576 | 1,048,576
U5 71(300) | V3-extension | 1.048576 | 1048576 | 1,056,896 | 1056896 | 1,048,576
S7E WE(300)| e-extension | 1,048,576 | 1048576 | 1,056,896 | 1,056,896 | 1,048,576
ARE 71(300) 5-extension | 1048576 | 1,048,576 | 1,056,896 | 1,056,896 | 1,048576

ARNE FE(300)|  rextension | 1,048576 | 1048576 | 1,056,896 | 1,056,896 | 1,048,576 |
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6.2 EJ| HAE =21} otEA HAM (% 10) SEEDoI st A=z
‘ dloe] &3t SEED
TAE dold A¥ES NISTY 1670 A () SAFSE 71244
2B E7le] TAHE EAEAE ZHzt A4 Non-overlapping 000011101 9
EAgAE = 7|72 2 7 A%(300) Non-overlapping 001011111 9
h 189748 FAFXE F 71447t 9% del7ke Non-overlapping 111101010 | 9
Excursion Var. state -4 10

EANAES 4 "ol A3PEE Al Ao}
Aelgt A3grES A2 v AES Final Round

ol A AT G4

2 de

Ak,

3 AR A 8 7145 10
A g7 9l

srand®] Excursion Variant #lZ=Eej|A] 7]71—/“
7b 1245 dee® ey ese dggs

P ¢+ st

(Z 7) DESOfl cHt H™ZDt

dlele] 3% DES
(B2 EAH2E 7125
7] #%(300)
A H=(300)
Vs OO | 3
1 Non-overlapping
LR 71300) | Non-overlapping 101001000 | 9
‘ Excursion Var. state +6 9
FUEHF(300)| Overlapping template 9
ALE 7](300)
Non-overlapping 111010010 10
AU e .
=23 (300) Serial state +1 10
(Z 8) KASUMIo} cst &z}
dlole] g KASUMI
(F85) EAYAE 724
7] #=(300) Excursion state -4 11
FHE H=(300)
Non-overlapping 111101010 9
FEE 71(300) Serial state +1 9
Excursion state -3 9
IRE
B#(300)
Non-overlapping 111110110 9
A= 7](300) Lempel Ziv. 10
Serial state +2 9
AExE Non-overlapping 110010010 | 10
HF-(300) Excursion state -4 11
(Z 9) Rijndaelol cist HE&Dt
dlo]g] A%t Rijndael
(BEF) SAHAE 7144
Non-overlapping 110110100 9
71 #=(300) Excursion Var. state -3 9
3+ =300
2RE 71(300) | Non-overlapping 001010111 9
WE R Non-overlapping 010100111 9
A= (300)| Non-overlapping 101000100 | 11
™= 7](300)
A =3 F(300) Approximate 10 -

& A =(300)
SR E 71(300)

Non-overlapping 011111111 9
Non-overlapping 111111110 9

Non-overlapping 101001000 9

ol A RC 2
(Bx) EAHAE 71242
7] #=(300)
HE H=(300) Frequency M 9

Non-overlapping 11111011 10
Non-overlapping 101010000 9

I EHE(300) | Non-overlapping 111010000 | 10
Excursion state +4 10
AT 7](300) ‘
AL EHE(300) Run test 9
(Z 12) SRAND, BBSO| cist AxZat
‘5ﬂ°]_151 srand BBS
_‘Z‘}T{;— i;q]a MNE 7]71-/\ EAHAE VA A e
(rp)| EAHZE 75| BARLE | 7]
Frequence-M 11
Non-overlapping
srand 000110101 10
(300) 100100000 9 Run test 9
BBS 110001010 10 es
(300) | Excursion -1 9
Excursion +2 9
Excursion Var. | 12

6.3 p-value?| Uniform X 24

AT depdEe] pvalue ¥ Uniform
sl 7H°ﬂ wE HaEelw pvaluegd p-
o] 1} Aol 0.0001Hc} A&
] EAEAES )2k Hel [:la‘ 1) KASUMI
o] AdE HF- dole el o3t Entropy $A€
2E A pvalue?d] +Fold, (27 2)& DES
o] Aw 7] dlole] Aol ik Excursion (+3)
EAd e A3 pvalued] BEZE Jepd FAE
wiillI2

valued AARs}e]
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01 02 03 05 08 o7 08 oo 1

(3% 1) pvalue=0.0000000

3;01 02 03 04 05, 06 07 08 09 1

(ag 2) p-value=0.993404767

(29 2)¢] p-valueZt 52 9] d|xE13de] (1
2 1)9] e p-valued F_Olf FrEayucl o
5{5]; Uniformﬁ}‘i}b 7-].9. o]- s c:h:Jr , :

' &}A)8, pvalued %7} Uniform® 23 3
2 dele] A dpAAs ol ARASRT)
ot & pvalued F%7} Uniformsbcta A
2o dole] Age] WAl deAel glvky Al
& 4 vk Seoldl, ‘

61 02 03 04 05 06 0.7 08 009 1 21E

(2¥ 3] p-value=0.0000000

thE (1% 3)& sranddlele] A%l tigt Serial
A LE A3E Yepls slaEaEeld

p-value’} 0. :OOOOOOO°1EE A3 Uniform3sh*
ks AS o ¢ Jeh 2E FaEaHgE A4
Asinm WA pvalued] 60%7F 0.9004 12Feldl]
Eegirkes AS & Qv ol & 919 wely A
] depale] s Erhe 2l sle, dle ] E]
el A #8717 ZE59 pvalue HE
9} Uniform AAL ob5el A#BAr} goks AL
e}, webs pvalue %2 Uniform A2
ko] SRA] Hrp e R ols] Ao} gt

kl

6.4 % | =o| wstol e A 7244 24

AES Final‘ RounddlA= 9 +F o5
0.012 AT F& p-valued 0.0001% 3t
o A& AAstded AdsE 7|4eE 1190
2 AdAglgder, 2=t NISTE o) 7|2 4
g oug FAxE AASA dsich gk 7)E
AXNE % Gt A=E B4 7 435 7)

2 % A9 A45E byl 9% 4 AA
3

Y FeEs Tad

% 4 p-valued 7|Ed] w&

d¢ s7tee Felsd ooy (
zre} .
cheket Z)ge) Aasr) 93 A dlole A

defoledl, Ane] 43 duRlEe e
frelael Wt 71448 Anng 774 v‘i-i%
Z5) A9 dole A¥F M B A4S A
ale] AgA VEEE B4 (E 14)~ (& 19)
¢} zeh, KASUMIsH Rijndael®] cheFet tﬂ 1€

A 7] OB seed WS £ A :rLé 3}
%

7te] 4]
13)2

b J?i

o

- |
(E 13) fo4Z1 ; X p-valueol| CHt -»IEH 38 7[’4

$95% @

0.001 0.01 | 0.02 | 0.03 [0.04}0.05
0.0001| 4 | 11| 17 |j22 |2 | 31

0.001 | 3 | 10|15 |19 | 24| %

001 | 2| 8 | 12|16 [20| 24|

=

p-value
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AES(Advanced Encryption Standard) obAA #Hrlel g 34

(E 14) @=0.001 &9 7|24 (B 19) 2=0.05 &9 7|24
0,001 | DE [KASUIRiind|SEED RC| |Rijn/ R Kasul Kas 0,05 | DES[KASURiindalSEED] - | [Rijn[Rijn|KasulKasu
S2 M2 lael2| 2 (2|34 3|4 2 | M2 o2 | 2 314134
AK | 3] 4 | 3| 4|2||4]3]|3]4 AK 27|23 | 28 | 29 | 24|[29|26] 31 | 26
AP |5 2 1 2 2 (3[]2]3]2]2 AP | 24| 23| 25 | 28 [26||26|25] 30 26
HDK| 4] 2 1 2] 2 [2|[4]4] 2] 3 HDK| 29 | 24 | 29 | 26 | 27||27|27]| 24 | 27
HDP| 4| 3 | 4| 3 |3||3|2|2]6 HDP| 26 | 23 | 25| 22 |25 ||25|24] 25|25
LDK| 3| 3 | 3 2 |3||2/3|3]3 LDK| 26 | 26 | 27 | 24 |25 ||25|27| 31| 27
IDP| 4| 4 | 3| 38 |3]|[3{3|3]2 LDP| 26 | 26 | 27 | 29 | 26|33|24]| 26 | 29
(E 15) @=0.01 429 7|z ‘ o =0 006] som
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