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VANET (Vehicular Ad hoc Network)ollA ot £A18 x|1sl7] $J8] A5k 7F w= 2k 7u
oJollA] AFE= WA= Qo] HkEA] oo} gt E =l
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(Two-Level Hierarchical Identity-Based Signature, TLHIBS) 7|%HS Alskdie}. Algtsle= 714 24
AWl E WEale] ARk Zele|MAlE Rusta, dBHZF(batch verification)& A 93te] th4o] A7
Hog %3 & glr}. mpxjute g 7]Ee] VAENT #7el4 ID 7|4k A 7WEe] ebddA Zrjo] A%
= o2 Agker 7] ebAdAde o4k 4 #A4| (Discrete Logarithm Problem, DLP)¢l| 2l541=]¢]
22 md(random oracle model)ell4] Z%c},

ABSTRACT

In order to support secure communication in VANET(Vehicular Ad hoc Network), messages exchanged between vehicles
or between vehicle and infrastructure must be authenticated. In this paper, we propose a hierarchical anonymous
authentication system for VANET. The proposed system model reduces the overhead of PKG, which is a problem of
previous system, by generating private keys hierarchically, thereby enhancing practicality. We also propose a two-level
hierarchical identity-based signature(TLHIBS) scheme without pairings so that improve efficiency. The proposed scheme
protects the privacy of the vehicle by satisfying conditional privacy and supports batch verification so that efficiently verifies
multiple signatures. Finally, The security of the proposed scheme is proved in the random oracle model by reducing the
discrete logarithm problem(DLP) whereas the security proof of the previous ID-based signatures for VANET was incomplete.
Keywords: VANET, authentication, conditional privacy, IBS, pairing-free
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Table 2. Comparison of computational complexity of the |ID-based signature schemes :
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